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Enabling trust in a connected future

Today, encouraging sustainable practices is a 
key priority for organisations and consumers 
as the world looks to tackle urgent climate and 
environmental pressures.   

By harnessing the power of its technology 
alongside changing its practices, the mobile and 
connectivity industry is increasingly committed to 
building a more sustainable future. 

In recognition of this ambition, Trusted Connectivity 
Alliance (TCA) has established a dedicated 
Sustainability Working Group. The group brings 
together member companies to support the entire 
connectivity ecosystem transition towards more 
sustainable practices.

1.  Introduction

The role of public-private, regional, 
national and industry initiatives in 
promoting sustainability frameworks  
for the mobile industry.

 The key sustainability challenges  
the mobile industry is addressing.     

The importance of industry 
commitments against ‘greenwashing’ 
practices. 

TCA’s roadmap towards a trusted,  
more sustainable connected future. 

In this paper, the  
Sustainability Working Group outlines: 
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2.  Blueprints for Sustainable Connectivity 

Helping guide the work of the Sustainability Working Group is the work of several 
initiatives that set the targets, and identify the principles and practices, that will enable 
the mobile and connectivity industry to create a more sustainable future: 

Made up of 11 targets to be achieved by 2030,  
SDG Goal 12 aspires to:

  Encourage the responsible use of   
natural resources.

  Enhance waste management to mitigate its  
ecological impact.

3. Improve energy efficiency.

 Create sustainable infrastructure .

  Provide access to basic services and jobs to  
create a better quality of  life for all. 

SDG Goal 13 lays out five specific targets to reach  
by 2030 that cover a wide range of issues relating 
to climate action.

  Strengthen resilience and adaptive capacity  
to climate-related disasters.

  Integrate climate change measures into policies  
and planning.

  Build knowledge and capacity to meet the  
climate challenge.

  Implement the UN Framework Convention  
on Climate Change.

  Promote mechanisms to raise capacity for  
planning and management. 

One of the key global initiatives that provides a blueprint for more sustainable practices  
is the United Nations Sustainable Development Goals (SDGs). Made up of 17 different goals,  
the SDGs aim to eradicate poverty, protect the planet and ensure universal prosperity as part of   
the 2030 sustainable development agenda. 

Two of the SDGs: Goal 12: Responsible consumption and production and Goal 13: Climate action, are significant  
opportunities for the connectivity ecosystem to address some of the biggest, and most immediate threats.
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  GSMA – Creating a #BetterFuture campaign  
and its Sustainability Development Goals 
annual report 

The #BetterFuture campaign is one of the mobile 
industry’s leading initiatives uniting operators behind a 
common purpose: connecting everyone and everything 
to a better future across a range of societal issues, 
including climate action, and sustainability. 

GSMA is also one of the bodies responsible for 
supporting the mobile industry to achieve the SDGs  
in time for the 2030 target, and driving the industry’s 
efforts as an Accelerator for the UN Race to Zero  
(source: UN Climate Champions). 

Reflecting the blueprints set down by the SDGs, 
one of the key outputs is the annual Mobile Industry 
Impact Report. Each year it helps players in the mobile 
ecosystem understand its global impact. Crucially, it 
also provides the insights required to identify where 
immediate priorities need to lie to create the biggest 
impact to build a greener, more sustainable and better 
mobile industry. 

#BetterFuture 

Importantly, the mobile industry immediately recognised the urgency of this initiative and was the first industry to commit 
to the SDGs back in 2016. This means that already, there has been a significant amount of  progress with collaborations 
and initiatives that support the connectivity ecosystem to assess its impact and understand how it can create a more 
sustainable future. Similar to the SDGs, these will help guide the work of the Sustainability Working Group. 

Some well-known examples include:

2. Blueprints for Sustainable Connectivity

1 2 European Green Digital Coalition 
 
 
Established in 2021 by 26 CEOs of ICT companies who 
signed the Declaration to Support the Green and Digital 
Transformation of the EU, the initiative recognised the ICT 
sector as a key player in the fight against climate change. 

Comprising leading names in the technology industry,  
the member companies of the coalition are committed  
to the following initiatives:

   Investing in the development and deployment of   
green digital solutions with significant energy and 
material efficiency that achieve a net positive impact  
in a wide range of sectors.

   Developing methods and tools to measure the  
impact of  green digital technologies on the  
environment and climate by joining forces with  
NGOs and relevant expert organisations.

   Co-creating, with representatives from other sectors, 
recommendations and guidelines for green digital 
transformation that benefit the environment, society  
and the economy.

EUROPEAN GREEN
DIGITAL COALITION

https://climatechampions.unfccc.int/mobile-sector-breakthrough/#:~:text=Race%20to%20Zero%20aims%20to,of%20credible%20net%20zero%20commitments.
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2. Blueprints for Sustainable Connectivity

The blueprints that enable more sustainable practices are 
becoming increasingly established thanks to initiatives like 
those listed above. 

For the connectivity ecosystem, there are significant 
opportunities to ensure it plays its part. Not only does this 
entail supporting players with established initiatives, but to 
encourage a mindset around governance and policies that 
encourage more sustainable and environmentally friendly 
practices.

Through the work of the Sustainability Working Group, it is 
TCA’s ambition to not only support the connectivity industry to 
achieve the targets laid out in the United Nation’s SDGs, but 
also to integrate the blueprint it, and other initiatives, provide 
for more sustainable practices into its governance  
and policies. 

But as a starting point, it is essential to understand the scale 
of the environmental and sustainability challenge. 

 United Nations Global Compact  
 (UNGC) 

The UNGC is a global, voluntary initiative for 
companies and organisations to create a framework 
for sustainable growth through responsible, creative 
leadership. Companies and organisations that sign 
up are committed to upholding strong leadership 
principles across four key focus areas: human rights, 
labour standards, anti-corruption and the environment. 

For the environment, it commits businesses to:

  Take a precautionary approach to environmental 
challenges.

  Undertake initiatives to promote environmental 
responsibility.

  Encourage the development and diffusion of  
environmentally friendly technologies.

3



Plastic production and waste 

Plastic production and waste have a significant 
environmental impact that the connectivity industry 
needs to address to take affirmative action to achieve 
sustainability goals. 

It is estimated that 380 million tonnes of plastic waste 
are produced each year (source: Our World In Data). 
Contributing to this are SIM cards, and in 2021, it 
was estimated that the total available SIM market was 
4.35 billion units (source: TCA) along with the 30 to 50 
billion that are already in circulation (source: Thales). 
Although not every SIM card ends up on the waste 
pile, the impact must be acknowledged.   

Consequently, many SIM manufacturers are now 
looking to reduce the environmental impact of  their 
products through the use of more environmentally-
friendly materials. Similarly, with many SIM cards 
traditionally relying on non-renewable plastic, there  
is a strong need to look at how renewable sources  
can feature in SIM cards to further reduce their 
ecological impact.

By looking at how to mitigate the rise in plastic waste 
production, the connectivity ecosystem has another 
opportunity to play a significant part in building a more 
sustainable future. 
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3.  Recognising the Challenge Ahead

Following years of digital transformation, and with 
technological demands continuing to grow, creating 
a more sustainable future is a significant challenge – 
despite the progress that has been made by the industry 
over recent years. 

To help understand and address pressing environmental 
threats, the connectivity ecosystem’s ecological footprint 
can be broken down into three broad areas:

Greenhouse gas (GHG) emissions,  
energy demands and climate change

It is estimated that digital technologies are responsible 
for around 4% of GHG emissions, and their energy 
consumption is increasing by around 9% annually 
(source: The Shift Project). It is also estimated that the 
digital communications industry will account for 20% of  
the world’s electricity consumption by 2025.

With telecoms serving as a key critical infrastructure 
partner for digital technologies, it is also one of the 
most energy-intensive industries, accounting for 3% 
of total global consumption (source: Greenhouse 
Insights). As digital demands grow, telecom’s carbon 
footprint is set to rise. One of the biggest drivers of  
increased emissions is the evolution of 5G, which is 
set to expand energy demands by 160% in 10 years 
(source: Interdigital and ABI Research).

To tackle the growing energy demands and mitigate 
GHG emissions, the mobile industry has collaborated 
to create an industry-wide roadmap to achieve Net-
Zero by 2050 (source: United Nations). And today, 
around 80% of the global mobile industry is disclosing 
its climate impact assessments and GHG emissions 
data according to the international CPD global 
disclosure system (source: GSMA). 

A large part of  the industry’s efforts entails renewable 
energy sources. But the challenge of balancing 
growing digital demands with growing infrastructure 
means the entire ecosystem needs to pay close 
attention to emissions and continually assess where 
energy efficiencies and GHG savings can be made. 

1 2

https://ourworldindata.org/plastic-pollution
https://trustedconnectivityalliance.org/wp-content/uploads/2022/04/TCA_INDUSTRY-INSIGHTS_MAR22.pdf
https://www.thalesgroup.com/en/markets/digital-identity-and-security/technology/smart-cards-basics
https://theshiftproject.org/en/article/unsustainable-use-online-video/
https://insidetelecom.com/telecoms-energy-consumption-to-triple-over-next-decade/
https://insidetelecom.com/telecoms-energy-consumption-to-triple-over-next-decade/
https://www.datacenter-forum.com/datacenter-forum/5g-will-prompt-energy-consumption-to-grow-by-staggering-160-in-10-years
https://climatechampions.unfccc.int/mobile-sector-breakthrough/#:~:text=More%20than%20a%20third%20of,in%20the%20Race%20to%20Zero.
https://climatechampions.unfccc.int/mobile-sector-breakthrough/#:~:text=More%20than%20a%20third%20of,in%20the%20Race%20to%20Zero.
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It is not just through energy demands and emissions  
that the environmental impact of  the connectivity 
ecosystem is felt. 

Each year, it is estimated that more than 53 million tonnes 
of e-waste are produced (source: Statista), which is set to 
grow by an additional 2 million tonnes each year (source: 
Statista). To put it into perspective, that’s the additional 
weight of  200 Eiffel Towers of electronic waste annually. 

Of those 53 million tonnes, only 17% of it was recycled 
sustainably – leaving the remaining 83% to be thrown into 
landfills where it can continue to damage the environment 
and harm the people that live nearby through leached toxic 
materials (source: WHO)

In the same way as growing appetites for digital 
technologies are driving up energy demands, as more 
consumers around the world own, use and eventually 
discard connected technologies, mitigating the impact of  
e-waste is a critical challenge.  

There has been significant progress in this area to ensure 
companies are more responsible with e-waste. Currently, 
71% of the world’s population is covered by a national 
e-waste policy, legislation or regulation (source: Statista). 
However, there is always more to be done as it still leaves  
117 countries lacking any policies to protect the most 
vulnerable people and ecosystems from the harmful effects 
of  e-waste. 

Like GHG emissions, energy demands and plastic pollution 
and use, there is no limit when it comes to looking at 
reducing e-waste and its impact. Regulations do help, but 
it should not be up to policymakers to force industries to 
be more responsible. Instead, it is more effective to create 
a sector where decision makers recognise the impact of  
e-waste and are one step ahead of policies. 

3. Recognising the Challenge Ahead

The scale of the challenge is clear, and time is critical to induce  
meaningful, long-lasting change. The journey has already started,  
and progress has been made. For example, mobile can be considered  
one of the most forward-thinking, innovative industries when it comes to 
mitigating its environmental impact as it was recognised as a breakthrough 
industry by the UN Climate Change Champions and its Race to Zero campaign. 

But to maintain momentum, what approaches must be avoided, and how can the 
connectivity ecosystem participate, innovate and collaborate?

Electrical waste (e-waste)3

53m
tonnes
e-waste

https://www.statista.com/topics/3409/electronic-waste-worldwide/#dossierKeyfigures
https://www.statista.com/statistics/499891/projection-ewaste-generation-worldwide/
https://www.telecompaper.com/news/only-17-of-e-waste-formally-recycled-in-2019-who--1387104
https://www.statista.com/statistics/1154905/projection-ewaste-generation-worldwide/
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It is TCA’s ambition to support the connectivity industry in addressing environmental challenges and achieve the targets  
laid out in the United Nation’s SDGs and other industry initiatives, embedding sustainability into practices, governance  
and policies. 

It is crucial, however, that sustainability initiatives across the industry are legitimate and so-called ‘greenwashing’ is avoided. 
Consequently, a priority for TCA is to support the connectivity industry in this space through a strong commitment to anti-
greenwashing. 

4.  Ensuring a Commitment to Anti-Greenwashing 

What is greenwashing?

Alongside industry-wide initiatives and collaborations that 
establish a blueprint for a more sustainable future, many 
organisations have developed their own Environmental, 
Sustainability and Governance (ESG) strategies and policies. 

However, given the scale and criticality of  the challenge 
ahead, these policies will come under a growing amount 
of  scrutiny. If  an organisation’s ESG strategy is not carefully 
considered, then it could be accused of ‘greenwashing’. 

Greenwashing is a term used to describe practices when a 
company claims that its products, policies and practices are 
environmentally friendly when in reality they are anything but. 

Often, greenwashing exploits the difficulty amongst consumers 
and other market stakeholders to make sense of the different 
labels and initiatives regarding environmental performance.  
For example, there are more than 200 environmental labels 
active in the EU, and more than 450 active worldwide.  
And there are more than 80 widely used reporting initiatives 
and methods for carbon emissions alone. 

Why is greenwashing harmful? 

Greenwashing misleads all stakeholders throughout the 
market, and by falsely reporting green credentials, there 
is a significant risk of  not meeting key environmental and 
sustainability goals. In addition, it can lead to considerable 
reputational and commercial damage.  

 

How is greenwashing  
being addressed?

To tackle this issue, there are hundreds of national anti-
greenwashing initiatives. In addition, international programmes 
like the European Green Deal, which states that “Companies 
making ‘green claims’ should substantiate these against 
a standard methodology to assess their impact on the 
environment” (source: the European Green Deal), are 
contributing to increased scrutiny.

TCA is committed to supporting its members to integrate robust  
anti-greenwashing measures that are based on a solid foundation  
of accuracy, clarity, and transparency, and are fully substantiated by 
strong environmental performance indicators. This commitment will  
help ensure that TCA and the connectivity ecosystem play a meaningful 
part in building more sustainable, environmentally practices. 

https://ec.europa.eu/info/strategy/priorities-2019-2024/european-green-deal_en
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TCA’s vision is to enable trust in a connected future. With sustainability another key 
issue facing the world, and with the connectivity industry ready to play its part,  
TCA is looking to leverage its membership and experience in this space to provide  
the necessary support.

Guided by the work of the Sustainability Working Group, TCA’s roadmap to a more 
sustainable future for the connectivity ecosystem involves:

5.  Conclusion: Towards Trusted, Sustainable Connectivity

1 Challenging the state of the art

Building a more sustainable future requires innovative thinking, and TCA is committed to ‘challenging the state  
of  the art’ to create an ecosystem suitable for sustainable ideas. 
 

 Understanding existing practices 

To understand where we need to be, it is essential that we know where we start. TCA will work to ensure that its members  
are fully briefed on current industry practices, policies and legislation to collectively improve the environmental credentials  
of  the products and services that its members deliver.  
 

 Promoting transparency 

Reflective of the anti-greenwashing efforts, TCA will work to ensure its members are committed to providing unbiased  
external communications supporting the eco-performance of its member’s products and services. This will ensure TCA 
members provide to their markets, in the most accurate and trustworthy manner, any element of  information useful to  
justify any environmental benefits, including:

  A reduction in raw resource use 

   An improvement in product eco-performance, including reduced power consumption or the use of alternative,  
more environmentally-friendly materials

Supporting improved transparency around sustainable performance are product and service lifecycle assessments,  
which will be carried out based on industry-accepted international standards.
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Trusted Connectivity Alliance (TCA) is a global, non-profit industry association working to enable trust in a connected future.  
The organisation’s vision is to drive the sustained growth of a connected society through trusted connectivity which protects 
assets, end user privacy and networks.

TCA members are leaders within the global Tamper Resistant Element (TRE) ecosystem and work collectively to define 
requirements and provide deliverables of a strategic, technical and marketing nature. This enables all stakeholders in our 
connected society to benefit from the most stringent secure connectivity solutions that leverage TCA members’ expertise in 
tamper proof end-to-end-security.

TCA members are: 

6.  About Trusted Connectivity Alliance

www.trustedconnectivityalliance.org

http://www.trustedconnectivityalliance.org
https://www.linkedin.com/company/trustedconnectivityalliance
https://twitter.com/_TCAlliance
https://www.youtube.com/channel/UCe6IvtKRG5sTEPVLc7GZ4Rw
https://trustedconnectivityalliance.org/news/?utm_source=iseepr&utm_medium=PR&utm_campaign=Organisational

