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Trusted Connectivity Alliance: Who we are
Our Membership
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About Trusted Connectivity Alliance

Our members are participants within the SIM ecosystem, which is the most widely
distributed, secure application delivery platform in the world.

The organisation’s vision is to facilitate the sustained growth of connected objects
through trusted connectivity which offers protection for service provider assets,
application and device data and end user privacy.

Our members represent over 80% of the global SIM market and include
organisations with an interest in SIM, embedded SIM (eSIM), embedded Secure
Element (eSE), integrated SE and SIM (iSE, iSIM), hardware and software IP
provisioning or related personalisation services.
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way for the SIM to be leveraged to securely perform shipments
mutual authentication between IoT devices
applications and the cloud

Specifies a common API and defines a standardised @ The definitive source for global

Helping developers use SIM
products
(CAT Loader)

Key achievements
loT SAFE (GSMA collaboration) Q Annual Shipments Monitoring
i

[e,

eUICC Profile Package Technical and Test

Specification (GSMA collaboration) \ Best practices for developing
Enables mobile network operators to load standardised, apps on a Secure Element
interoperable connectivity profiles in an eSIM, regardless ) (Interoperability Stepping Stones)
of the SIM vendor

@ Recommended connectivity profiles
5G Security ll‘_oTrE)each new network release (e.g.
Played a significant role in supporting the T -
maintenance of the hardware SIM in 5G Dynamic SIM Service: facilitated
o g deployment of MNO services

(SAT)

Open Mobile API (GlobalPlatform collaboration)
Established the first API for Android apps to communicate
with the SIM or Secure Element and execute security

Establishing interop tests and
device recommendations for NFC

services .
‘ / services
[e, O
Standardisation support Marketplace education
Including 5G for 3GPP, SSP for
ETSI
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An increasingly connected world: The vital components

75 billion connected devices by 2025*
New digital services continue to ease our personal and professional lives

Connected objects are here to stay....

As more and more user data and critical information is shared by connected objects, security becomes vital to
protect assets, IP, privacy, users, businesses and brands.

*https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
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There are still many security challenges to address...

Connected cars

‘o
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Privacy breaches

Hijacking

Losing car control / safety
Liability mgt & asset traceability in
case of issues

In-car entertainment piracy

Smart meters

Threat to critical infrastructure
Energy theft / tampering
Privacy breaches

Unauthorised network access

1C0

» Enabling a secure,
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Mobile devices &
wearables

Privacy breaches
Data tampering

Lost and stolen devices
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Insecure objects: An easy target....

There are two main ways to attack devices....

 Remote attacks from the cloud to MANY devices by hackers, criminal organisations, etc

« Aim: steal and change data of one organisation resulting in financial loss or personal injury. Or
perform silent DDoS attacks to several targets

 Physical or proximity (e.g. BLE) attack on ONE device by an individual (device owner or
hacker)

« Aim: extract credentials to produce clones and attack infrastructures
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Why secure-by-design matters

—)

> Many connected devices have no inbuilt security.

r.;'<

Many device manufacturers are starting to develop
security expertise.

=

« Secure-by-design is mandatory

. |
|

 Penetration testing is key before
go-to-market

End users are not educated well enough on risks /
precautions (e.g. change default password, certificates).

CONNECTIVITY
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How does the (e)SIM address these challenges?
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(e)SIM: The key to connect & secure objects

I\
Bl Service execution platform l ‘ Authenticated connectivity

Enable carriers’ value added services Single connectivity profile
(e.g. QoS, smart roaming...) Connect devices to cellular networks

Most widely distributed secure application delivery platform in the world

eSIM only
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(e)SIM: A key enabler for device security

/Well adopted to enable

authenticated and flexible
connectivity to cellular

networks, BUT not only
s this...

A tiny safe box and secure
computer (eSIM is also a
Secure Element (eSE)
delivering advanced
security and crypto
services to prevent from

\attac ks

~

/

Environment
(Actuators &
Sensors)

(e)SIM: Secure Tiny Computer

Perform secure
actions
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: Crypto /0
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YOUR DEVICE

Secure apps & keys downloaded
onto the eSIM
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Trusted communication channel
btwn cloud and device

Your CLOUD
(Deploy and
manage svc)
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Security in loT: Regulation is helping

Many organisations are addressing the 10T security challenge; many are dramatically
Increasing the recommended level of security, which is encouraging the use of secure

hardware:
Industry initiatives Regional / regulatory frameworks
g2 |National Cyber
27| Security Centre
a part of GCHQ
** ar*
GSMhNMA : en;sa ETSI‘//// RN
x, N\ Z
See CLP.13 @ forssia
||Fr | LEGISLATIVE INFORMATION
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GSMA lo '
T Security Guidelines & Asses
sment

Securi ie_curity o1 Gl Revi

Princuigltgs E:;a}czye%deﬁgn As\sl:;v sS s
s cony ot 5 o pusse et £ Y. ooian Seculy faske
‘Agree to Adopt GSMA P T Security Guidelines ifetime component risk

shanghal: The GSMA today announced that global mobile operators including AT&T,
China Mobile. China Telecom. China Unicom. Deutsche Telekom. Etisalat. KDDI, LG
Uplus. Qrange Telefonica. Telenor Group: Telia. Turkeell, Vodafone Group and Zainhave

Evaluate [ oo o
technical model Ongoing IF?tlon
ifecycle

committed 10 adopt and implement the GSMA \oT Security Guidelines The guidelines I IOT

outline best P actice and recommendat\ons for Internet of Things (loT) security for the O T Sec u r I t SeC ur | ty
entire loT ecosystem and setout@ compreher\swe security assessment scheme t0 help . y G . )

ensure 10T services areé protec(ed against |oT security risks. There will be reach 3. billilon G u | d el I n es ul d eI Ines

\oT connections by 2025. according 10 GSMA Intelligence

¥| for Service
Ecosystems

“For the loT 10 flourish, the industry needs an aligned and consistent approach t© loT
security. Our guidelines encourage the industry 10 adopt @ robust set of best practices
that will help create a more secure \oT market with trusted. reliable services that can
scale as the market grows," commen\ed Alex Sinclair, Chief Technology Officer. GSMA.

GSMA pre e
ress release - 27 June 2018 tailed Control Statements

loT Securit
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loT SAFE

loT Client loT Server
Application Application
)
R o
wn —
() loT Device loT Server o
- . ) — Middleware Middleware Q
Specifies a common API and defining a standardised way to 5 ;
leverage the SIM to securely perform mutual authentication ) )
between 10T device applications and the cloud. — I I g_
O
Ensures maximum robustness of the mutual authentication, due to -
all critical security functions being executed in the SIM. SIM with loT loT Security
Security Applet Services
Removes the 10T device and SIM applet fragmentation barrier by
specifying a common “loT device to loT security applet” API
—

API defined by GSMA / TCA APl already standardised De facto API already exist
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Benefits of loT SAFE

— by defining a common way to leverage the SIM to securely perform mutual authentication between loT
device applications and the cloud, it is easier for loT device makers to execute security services and manage credentials across
billions of devices.

— by enabling security functions to be delegated to the secure 10T applet, IoT device makers are not solely
dependent on cloud provider services for securing their 10T devices.

— through the ability to perform secure mutual authentication.

— SIMs are already deployed to provide secure cellular connectivity and can be leveraged to deliver
enhanced security for IoT devices with minimal additional investment.

— mobile operators and their ecosystem partners are experienced, trusted providers of secure 10T solutions
and have the necessary infrastructure and processes in place to deliver SIM-based security services promptly and reliably.
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Apply

Increasingly, global authorities and industry bodies are working towards
defined IoT security guidelines / mandates.

Security and privacy must be considered from the outset and penetration
testing for all devices before launch.

The SIM and eSIM are already being used for connectivity, but can also be
leveraged to deliver advanced security and cryptographic services.
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