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1. Terminology

The given terminology is used in this document.

1.1 Abbreviations and notations

Abbreviation Description

SE Secure Element

API Application Programming Interface

ATR Answer to Reset (as per ISO/IEC 7816-4)

APDU Application Protocol Data Unit (as per ISO/IEC 7816-4)

TPDU Transport Protocol Data Unit

ASSD Advanced Security SD cqrds (SD memory cards .with an embedded
security system) as specified by the SD Association.

os Operating System

RIL Radio Interface Layer

SFI Short File ID

FID File ID

FCP File Control Parameters

MF Master File

DF Dedicated File

EF Elementary File

OID Obiject Identifier

PPS Protocol Parameter Selection (as per ISO/IEC 7816-4)

DER Distinguished Encoding Rules of ASN.1

ASN.1 Abstract Syntax Notation One

DUT Device Under Test

CMD The APDU command sent from the DUT

RESP The APDU response sent to the DUT

NAA Network authentication application

Table 1: Abbreviations and Notations

1.2 Terms

Term Description

A secure element (SE) is a tamper-resistant component which is used to
provide the security, confidentiality, and multiple application
environments required to support various business models. For example
UICC/SIM, embedded secure element and secure SD card.

General term for SE application: an application which is installed in the
Applet SE and runs within the SE. For example a JavaCard™ application or a
native application.

Secure Element

Security, Identity, Mobility O simalliance
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Device/terminal/mobile application: an application which is installed in

Application the mobile device and runs within the mobile device
Sessi An open connection between an application on the device (e.g. mobile
ession
phone) and a SE.
An open connection between an application on the device (e.g. mobile
Channel
phone) and an applet on the SE.
restarted The DUT has been switched off completely and has been started again.

No quick start, soft power off, or similar.

same object

Two objects are the same object if the language-specific mechanism to
check for identity of objects indicates that they are the same object. For
example, for Java, the == operator should be used.

For the procedural interface, the values of the handles shall be the
same. For example for C the == operator shall be used.

When “No APDU” is mentioned in a test case, it means that the device
shall not send any command which is listed in table D1 to the SE while

NoAPDU processing the called APl method. For a test tool, it means that none of
these APDUs shall be sent on the device-SE interface on any channel.
qone When “none” is mentioned in a test case, it means that it is not relevant if

APDUs are sent.

No selection

No select by DF name command is sent.

Table 2: Terms

1.3 Format of the table of optional features and applicability table

The columns in tables 4 for the optional features have the following meaning:

Column
Option

Status

Optional item

Meaning
The optional feature supported or not by the DUT.

e  OP - optional feature

The mnemonic identifiers for each optional item.

The columns in the applicability table 5 have the following meaning:

Column
Clause

Test case
number and
description
SUE

Security, Identity, Mobility

Meaning
Reference to the clause index in the document.

The test case description in the document.

The support of the tested feature/method for the Simulated
Environment has the following status:
e M mandatory - the capability is required to be supported.

O simaliance
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e OP optional - the capability may be supported or not. In case
the support is declared by terminal, the test shall be executed.

e N/A not applicable - in the given context, it is impossible to use
the capability.

RSE The support of the tested feature/method for the Real SE Environment
has the following status:

e M mandatory - the capability is required to be supported.

e OP optional - the capability may be supported or not. In case
the support is declared by terminal, the test shall be executed.

e N/A not applicable - in the given context, it is impossible to use
the capability.

2. Informative References

T Identification cards - Integrated circuit cards - Part 4: Organisation,
] HeilEE Aeleaants security and commands for interchange

. Identification cards - Integrated circuit cards with contacts - Part 15:
51| [SIRIEE e AT Cryptographic information application

[7] PKCS #15 v1.1 Cryptographic Token Information Syntax Standard

[9] ISO/IEC 8825-1:2002 | Information technology — ASN.1 encoding rules: Specification
ITU-T Recommendations of Basic Encoding Rules (BER), Canonical Encoding Rules
X.690 (2002) (CER) and Distinguished Encoding Rules (DER)

[10] GlobalPlatform
Secure Element Access
Control, v1.0 (GP SEAC)

Specification for controlling access to SEs based on access policies
that are stored in the SE

Table 3: Informative References

Security, Identity, Mobility O simalliance
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3. Overview

This test specification describes how to test the Transport API part of the Open Mobile API. This is the
mandatory part of the Open Mobile API. The other parts of the Open Mobile API shall be tested in a similar

way.

This test specification is based on v3.0 of the Open Mobile API Specification.

Security, Identity, Mobility 0 simalliance
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4. Applicability
4.1 Applicability of the tests

The test cases are categorised in the applicability table to use the test environment as follows:

e Simulated UICC environment (SUE): Test method shall be implemented in a simulated
environment for the UICC.

e Real SE environment (RSE): Test method shall use a real SE environment. The test method shall
use one type of SE, which is determined by implementation in the DUT and the applicability is stated
in the table as:

- UICC: test cases executed with real UICC.
- eSE: test cases executed with eSE.
- mSD: test cases executed with mSD.

If both test methods are marked as applicable (SUE and RSE), only one test method is required for
demonstrating device compliance. The test cases for reader, session and channel should be executed for each
reader supported by the DUT using the environment as defined above.

4.2 Table of DUT options

The DUT supplier shall specify the following information:
e Supported readers (number and type)

The DUT supplier shall state the support of possible options in table 4 for each SE.

Item Option Status Optional item
1 DUT offers possibility to log APDU communication to eSE OoP OP-001
or uSb
2 Access to the basic channel is blocked by the DUT OoP OP-002
3 Access to the basic channel is allowed by the DUT OoP OP-003
4 The ATR returned by the SE is available OoP OP-004
5 The ATR returned by the SE is not available OoP OP-005
6 DUT supports T=0 communication with UICC OoP OP-006
7 DUT supports T=1 communication with UICC oP OP-007
8 The selection response can be retrieved by the reader oP OP-008
implementation
9 The selection response cannot be retrieved by the OoP OP-009
reader implementation
10 Access to the default applet is allowed by the DUT OoP OP-010
11 Access to the default applet is blocked by the DUT OoP OP-011
12 DUT knows when all SE logical channels are already OoP OP-012
opened
13 DUT relies on SE to know if all logical channels are OoP OP-013
already opened and check access control rules on
openSession
14 DUT relies on SE to know if all logical channels are oP OP-014
already opened and check access control rules on
openLogicalChannel

Table 4: DUT Options

Security, Identity, Mobility o simalliance



Securing the future of mobile services

Open Mobile API Test Specification for Transport

API

10

4.3

Applicability table

The following table specifies the applicability of each test case to the mobile.

- RSE
Clause Test case humber and description SUE UIcC oSE 5D
class SEService
6.11 Constructor: SEService(Context context, M M M M
SEService.CallBack listener)
6.1.2 Method: Reader[] getReaders() M M M M
6.1.3 Method: boolean isConnected () M M M M
6.1.4 Method: void shutdown () ID1 M M M M
6.14 Method: void shutdown () ID2, ID3 M M OP-001 OP-001
6.1.5 Method: String getVersion() M M M M
6.2.1 Method: void serviceConnected(SEService service) M M M M
class Reader
6.31 Method: String getName() M M M M
6.3.2 Method SEService getSEService() M M M M
6.3.3 Method: boolean isSecureElementPresent() ID1 M M M M
6.3.3 Method: boolean isSecureElementPresent() ID2 M N/A N/A N/A
6.34 Method: Session openSession() M M M M
6.3.5 Method: void closeSessions() ID1 M M M M
6.3.5 Method: void closeSessions() ID2 M M OP-001 | OP-001
class Session
6.4.1 Method: Reader getReader() M M M M
6.4.2 Method: byte[] getATR() ID1 OP-004 | OP-004 | OP-004 | OP-004
OP-004 OP-004
6.4.2 Method: byte[] getATR() ID2 OP-004 | OP-004 | and OP- | and OP-
001 001
6.4.2 Method: byte[] getATR() ID3 OP-005 | OP-005 | OP-005 | OP-005
6.4.3 Method: void close() M M OP-001 | OP-001
6.44 Method: boolean isClosed() M M M M
6.4.5 Method: void closeChannels() ID1 M M OP-001 | OP-001
6.4.5 Method: void closeChannels() ID2 M M M M
6.4.6 Method: Channel openBasicChannel ID1 — ID3, ID5, OP-003 OP-003 M M
ID6, 1D8, ID9, ID11 — ID13
6.4.6 Method: Channel openBasicChannel ID4a N/A N/A M M
6.4.6 Method: Channel openBasicChannel ID4b OP-003 | OP-003 N/A N/A
6.4.6 Method: Channel openBasicChannel ID7 OP-002 | OP-002 N/A NA
6.4.6 Method: Channel openBasicChannel I1D10 OP-003 N/A N/A N/A
6.47 Method: Channel openLogicalChannel ID1, ID2, ID6, M M M M
ID7, ID09 — ID17
6.4.7 Method: Channel openLogicalChannel ID3a OP-010 | OP-010 M M
6.4.7 Method: Channel openLogicalChannel ID3b OP-011 | OP-011 N/A N/A
6.4.7 Method: Channel openLogicalChannel ID4a N/A N/A M M
6.4.7 Method: Channel openLogicalChannel ID4b OP-010 | OP-010 N/A N/A
6.4.7 Method: Channel openLogicalChannel ID5a OP-012 | OP-012 | OP-012 | OP-012

Security, Identity, Mobility
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o RSE

Clause Test case number and description SUE UIcC oSE )

6.4.7 Method: Channel openLogicalChannel ID5b,|D5d OP-013 | OP-013 | OP-013 | OP-013

6.4.7 Method: Channel openLogicalChannel ID5c OP-014 | OP-014 | OP-014 | OP-014

6.4.7 Method: Channel openLogicalChannel ID8 M N/A N/A N/A

6.48 Mthod: Channel openLogicalChannel — Extended OP-012 OP-012 OP-012 OP-012
logical channels ID1

6.48 Me.thod: Channel openLogicalChannel — Extended OP-013 OP-013 OP-013 OP-013
logical channels ID2

6.48 Me.thod: Channel openLogicalChannel — Extended OP-014 OP-014 OP-014 OP-014
logical channels ID3

6.4.9 Method: Channel openBasicChannel (with P2) ID1 — OP-003 OP-003 M M
ID3, ID5, ID6, 1D8, 1D9, ID11 — D16

6.4.9 Method: Channel openBasicChannel (with P2) ID4a N/A N/A M M

6.4.9 Method: Channel openBasicChannel (with P2) ID4b | OP-003 | OP-003 N/A N/A

6.4.9 Method: Channel openBasicChannel (with P2) ID7 | OP-002 | OP-002 N/A NA

6.4.9 Method: Channel openBasicChannel (with P2) ID10 | OP-003 N/A N/A N/A

6.4.10 Method: Channel openLogicalChannel (with P2) ID1, M M M M
ID2, ID6, 1D7, ID09 — ID20

6.4.10 Method: Channel openLogicalChannel (with P2) OP-010 OP-010 M M
ID3a

6.4.10 Method: Channel openLogicalChannel (with P2) OP-011 OP-011 N/A N/A
ID3b

6.4.10 Method: Channel openLogicalChannel (with P2) N/A N/A M M
ID4a

6.4.10 Method: Channel openLogicalChannel (with P2) OP-010 OP-010 N/A N/A
ID4b

6.4.10 Method: Channel openLogicalChannel (with P2) OP-012 OP-012 OP-012 OP-012
ID5a

6.4.10 Method: Channel openLogicalChannel (with P2) OP-013 OP-013 OP-013 OP-013
ID5b

6.4.10 :\I/;thod: Channel openLogicalChannel (with P2) op-014 | op-014 OP-014 OP-014

c

6.4.10 Method: Channel openLogicalChannel (with P2) ID8 M N/A N/A N/A

6.4.11 Mthod: Channel gpenLoglcaIChanneI — Extended OP-012 OP-012 OP-012 OP-012
logical channels (with P2) ID1

6.411 Me.thod: Channel gpenLoglcaIChanneI - Extended | 55 012 | op.013 | OP-013 | OP-013
logical channels (with P2) ID2

6.4.11 Mthod: Channel gpenLoglcaIChanneI — Extended OP-014 OP-014 OP-014 OP-014
logical channels (with P2) ID3
class Channel

6.5.1 Method: void close() ID2 OP-003 | OP-003 OP-003 OP-003

6.5.1 Method: void close() ID1,ID3-ID6 M M OP-001 OP-001

6.5.2 Method: boolean isBasicChannel() ID1 OP-003 | OP-003 M M

6.5.2 Method: boolean isBasicChannel() ID2 M M M M

6.5.3 Method: boolean isClosed() ID1 M M M M

6.5.3 Method: boolean isClosed() ID2 M M OP-001 | OP-001

6.5.4 g/lzethod: byte[] getSelectResponse() ID1,2,4,5,7 to OP-008 OP-008 OP-008 OP-008

Security, Identity, Mobility



Securing thefuture ofmobile services Open Mobile API Test Specification for Transr')AOPrtI 12
Clause Test case number and description SUE RSE

UICC eSE mSD

OP-008 OP-008
6.5.4 Method: byte[] getSelectResponse() ID 3 and and OP-008 | OP-008
OP-010 OP-010
6.5.4 Method: byte[] getSelectResponse() ID6 OP-009 | OP-009 | OP-009 | OP-009
6.5.5 Method: Session getSession() M M M M
6.5.6 Method: byte[] transmit(byte[] command) ID1 OP-003 | OP-003 M M
6.56 Method: byte[] transmit(byte[] command) ID2 — ID7; M M M M
ID9 —1D11,ID15 - 1D20, ID23 to 29

6.5.6 Method: byte[] transmit(byte[] command) ID8, M N/A N/A N/A
6.5.6 Method: byte[] transmit(byte[] command) 1D12 M NA NA NA
6.5.6 Method: byte[] transmit(byte[] command) ID13 OP-006 | OP-006 NA NA
6.5.6 Method: byte[] transmit(byte[] command) ID14 OP-007 1 op-007 NA NA
6.5.6 Method: byte[] transmit(byte[] command) ID21, ID22 | OP-006 | OP-006 M M
6.5.7 Method: Boolean[] selectNext() ID1 —ID2, ID7 M M M M
6.5.7 Method: Boolean[] selectNext() ID3-1D4, ID8-1D9 OP-008 | OP-008 | OP-008 | OP-008
6.5.7 Method: Boolean[] selectNext() ID5 M N/A N/A N/A
6.5.7 Method: Boolean[] selectNext() ID6 M NA NA NA

Table 5: Applicability of Tests

5. Test Environment
This clause specifies requirements that shall be met and the testing rules that shall be followed during the test
procedure.

5.1 Test environment description

The general architecture for the test environment is:

Security, Identity, Mobility o simalliance
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‘ Elements of the Test Suite ‘

‘ Scope of the Test Suite ‘ DUT

TestController [ P Test application

| OMAPI

UICC Simulator/

test UICC APIs

X . Connector for other SEs
access control configuration RIL

A\ 4

Test procedure exchange/ Test applets Test applets

Test applets I Baseband (ISO 7816) access access
ese msD

5.2 Test tool

SIMalliance Open Mobile Test Specification integrates test cases targeting classical APDU commands
(excluding extended APDU commands) so the test tools do not need to manage extended APDU commands
for this release. Please note that this will change in a future test specification release as SIMalliance is planning
to integrate new test cases targeting this feature.

52.1 UICC simulator

The test equipment used for executing this test specification shall meet the following requirements in order to
be able to use the OMAPI implementation on a mobile device:

be able to send and receive the commands correctly on the lower layer; i.e. to use commands as
specified in ISO/IEC 7816-4.

be able to provide access to basic and logical channels for APDUs transmission and channels can
be opened simultaneously.

the ATR used by the test equipment shall correctly show the minimum capability required to run the
tests.

shall be capable to work in a multi SE environment.
shall be able to provide the access control conditions according to section 5.8.

for the implementation of the test procedure exchange/test applets and the access control
configuration, the main source of reference is this test specification.

shall support 20 channels (including the basic channel).

5.2.2 UICC, eSE and mSD

Security, Identity, Mobility o simalliance
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Unless otherwise specified, the following requirements and configuration shall be met:

be able to send and receive the commands correctly on the lower layer; i.e. to use commands as
specified in ISO/IEC 7816-4.

be able to provide access to basic and logical channels for APDUs transmission and channels can
be opened simultaneously.

the ATR sent by the SE shall correctly show the minimum capability required to run the tests.
shall be capable to work in a multi SE environment.

shall be able to provide the access control conditions according to section 5.8.

all the test applets specified in section 5.7 need to be installed on the SE.

only one NAA is installed to prevent the mobile from opening logical channels.

it shall be possible to verify APDU communication in a reliable way.

shall support 20 channels (including the basic channel).

if the default applet cannot be changed, it shall be multi-selectable.

5.2.3 Test controller

The following requirements shall be provided by the test controller:

the APDU exchange must be made visible by the test tool when they are available. For example in
the case of a UICC, or UICC simulator.

the APl commands must be made visible by the test tool.

shall provide the test setup prior to the execution of the test, i.e. install the related application on the
mobile and do any further actions required to run the test.

shall provide results of the tests.

shall check that the correct C-APDU is sent by the terminal on the interface with the SE / UICC /
UICC simulator (as specified in the ISO Command Expectation column).

shall check that the correct R-APDU is received by the mobile application as the return value to the
transmit() method (as specified in the API Expectation column).

may check the R-APDU sent on the SE / UICC / UICC simulator interface.

should be able to automatically execute the tests.

53 Test format

53.1 Conformance requirements

The conformance requirements are expressed in the following way:

Method prototype as listed in the Open Mobile API Specification.
Normal execution:

- Contains normal execution and correct parameters limit values, each referenced as a
Conformance Requirement Normal (CRN).
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L] Parameters error:

- Contains parameter errors and incorrect parameter limit values, each referenced as a

Conformance Requirement Parameter Error (CRP).

Context error:

- Contains errors due to the context the method is used in, each referenced as a Conformance
Requirement Context Error (CRC).

5.3.2

Initial conditions

In addition to the general preconditions defined in clause 5.4, this clause defines the initial conditions prior to
the execution of each test case; i.e. for each ID.

5.3.3

Test procedure

Each test procedure contains a table of a number of test cases, each of these tests specified as follows:

Test case
ID API Description ISO Command ISO Response API Expectation CRR
Expectation DUT > UICC Simulator / SE
UICC Simulator / SE = DUT
The ID The name of the The expected ISO The ISO response (R- | The expected result of | The list of the
of the OMAPI method command (C-APDU) APDU) sent by UICC the OMAPI method Conformity
test called by the test received by the UICC simulator / SE to the called. E.g.: ‘true’ is Requirements
case. application. Simulator / SE. Itis sent | DUT as a response to returned. which is the
by the DUT to UICC the received 1ISO scope of the
simulator / SE as a result command. test case.
of the OMAPI method
call.

General notes regarding the ISO Command Expectation and ISO Response columns:

e Test cases test the implementation of the SIMalliance Open Mobile API implementation and not the
behaviour of the SEs. However to make sure the API is correctly implemented by the device, test
cases verify command exchanges between the device and the SE/UICC simulator as well as data
and the result provided by APl methods.

e The ISO Command Expectation is checked to validate if the OMAPI implementation sends the
expected commands to the SE/UICC simulator.

e The ISO Response is provided for information on the UICC simulator /SE behaviour.

e The test procedure description contains APDUs. The TPDUs are not in the scope of the test
specification so they are not listed in the test procedure descriptions.

e The APDUs exchanged during the access control procedure are out of scope of the test procedure
description and shall not be considered as ISO command expectation or ISO response.

o Except for specific test cases aimed at checking the correct behaviour of the underlying transport
protocol, all test cases are protocol agnostic.

Meaning of “No APDU”, “none” and “No selection” is defined in Chapter 1: Terminology.
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5.4 General initial conditions

The general initial conditions are a set of general prerequisites prior to the execution of testing. The following
rules apply:
e DUT shall be restarted for each test case and shall be ready for test execution.
e The test application is installed on the DUT.
e The test applets are installed on the SE.
e No logical channels must be open before execution of the test cases if not explicitly mentioned in
the initial condition of the test case.

When working with UICC, DUT should not be connected to telecom network to avoid unexpected APDU
commands.

5.5 Mobile application and test controller

Unless otherwise specified, the test application shall be installed on the DUT.

The mobile application and the test controller are expected to be provided by test tool vendors.

SIMalliance provides a simple test runner as Android application. This application can execute the test cases
and log results on the mobile. This test runner is not meant for compliance testing. It is provided as binary
(APK) on the SIMalliance website.

5.6 Test case implementation
SIMalliance provides an implementation of the test cases in XML format. These test cases will be used by the
SIMalliance test runner application and can be used by test tool manufacturers as a reference for certification.
The test tool vendors are not required to use these XML files.
The XML files will be available on the SIMalliance website.

5.7 Secure element test applets

Unless otherwise specified, the required test applets shall be installed on the SE simultaneously.
A reference of these test applets will be available on the SIMalliance website (binary files) for download.

The following AIDs are used in the present document:

AID_TestApp A0 00 00 06 00 01 00 01 EE 05 01
AID_TestApp_SW6999 A0 00 00 06 00 01 00 01 EE 05 02
AID_TestApp_SW6280 A0 00 00 06 00 01 00 01 EE 05 03
AID_TestApp_SW6283 A0 00 00 06 00 01 00 01 EE 05 04
AID_TestApp_SW6310 A0 00 00 06 00 01 00 01 EE 05 05
AID_TestApp_SW63C1 A0 00 00 06 00 01 00 01 EE 05 06
AID_TestApp_selectresponse A0 00 00 06 00 01 00 01 EE 05 07

AID_TestApp_SW6280_selectresponse | A0 00 00 06 00 01 00 01 EE 05 08
AID_TestApp_SW6283_selectresponse | A0 00 00 06 00 01 00 01 EE 05 09
AID_TestApp_SW6310_selectresponse | A0 00 00 06 00 01 00 01 EE 05 OA
AID_TestApp_SW63C1_selectresponse | A0 00 00 06 00 01 00 01 EE 05 0B
AID_TestApp_plp2 A0 00 00 06 00 01 00 01 EE 05 OC
AID_TestApp_clains A0 00 00 06 00 01 00 01 EE 05 0D
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AID_Partial_1

A0 00 00 06 00 01 00 01 EE 05 OE

AID_Partial_1_instance_1

<AID_Partial_1> 01

AID_Partial_1_instance_2

<AID_Partial_1> 02

AID_Partial_2

<AID_Partial_1_instance_1>

AID_Partial_2_instance_1

<AID_Partial_2>

AID_Partial_SW6280

A0 00 00 06 00 01 00 01 EE 05 OF

AID_Partial_ SW6280 _instance_1

<AID_Partial_SW6280> 01

AID_Partial_SW6280 _instance_2

<AID_Partial_SW6280> 02

AID_Partial_SW6283

A0 00 00 06 00 01 00 01 EE 05 10

AID_TestApp_SW61xx

AO000006 00010001 EEO511

AID_Partial_ SW6283_instance_1

<AID_Partial_SW6283> 01

AID_Partial_SW6283_instance_2

<AID_Partial_SW6283> 02

AID_TestApp_multiselecteable

A0 00 00 06 00 01 00 01 EE 5501

AID_accessdenied

A0 00 00 06 00 01 00 01 EE 05 FE

AID_nonexisting

AO 00 00 06 00 01 00 01 EE 05 FF

AID_illegal_1

A0 00 00 06

AID_illegal_2

AO 00 00 06 00 01 00 01 EE 10 00 10 00 60 00 00 OA

AID_TestApp_Multi_SW61xx

A0 00 00 06 00 01 00 01 EE 05 12

AID_TestApp_Get_Response

AO 00 00 06 00 01 00 01 EE 05 13

Table 6: Used AIDs

Test APDU interface

This table gives the list of commands that are used in test cases and that are supported by the SE test applets.
The values for “Cla” depend on the test case: in most of the test cases the Cla contains a logical channel

number.

Cla

Ins P1

P2

Lc

Data

Le

Test_ APDU1

0x

10 (case 4) | 01 (for echo
of the

payload)

00

length

Data

00

Test_ APDU2

0x

10 (case 4) | 02 (echo of
the payload
with  long
delay (more
than 1 sec)
before

return)

00

length

Data

00
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Test_APDUS3 (0 20 (filtered | 00 00 length | Data 00
APDU)
Test APDU4 0x 30 (case 1) | 00 00
Test APDUS 0x 40 (case 2) | 00 00 00
Test_APDUG6 Ox 50 (case 3) | 00 00 length | Data
Test APDU7 Ox 55 00 00
casel (waiting
time
extension
has to be
sent)
Test APDUS8 0x 40 00 00 04
APDU_casel (00 01 01-32 00
APDU_case2 (0)'¢ 02 01-11 00 FF
0x 02 12-32 00
APDU_case3 Ox 03 01-32 00 FF Data
APDU_case4 (004 04 01-11 00 FF Data FF
(0 04 12-32 00 FF Data
APDU 00-FE 00-FF 10 00 10 Data 10
excluding:
0x70, 0x6x,
0x9x
APDU_MANAGE_CH _OPE | Ox 70 00 00 01
N

Security, Identity, Mobility C‘ simalliance



Securing the future of mobile services

Open Mobile API Test Specification for Transport

API

19

APDU_MANAGE_CH_CLO | Ox 70 80 01
SE
APDU_SELECT_BY_FID 0x Ad 00 00 |02 3F00 | 00
or
empty
APDU_SELECT_BY_DF 0x Ad 04 00 | XX ‘AID’ | 00
or
empty
APDU_SELECT_BY_DF_P2 | Ox A4 04 00 | XX ‘AlD’ 00
B or
FF
empty
APDU_GET_RESPONSE 0x Co 00 00 04
APDU_LONG_RESPONSE | Ox 40(case 2) 20 00 00
APDU_INV_LC_INF_case3 | Ox 50 00 00 |01 0102
APDU_INV_LC_SUP_case3 | Ox 50 00 00 02 01
APDU_INV_LC_INF_case4 (004 10 00 00 01 0102 | 00
APDU_INV_LC_SUP_case4 | Ox 10 00 00 |02 01 00

Table 7: List of APDU Commands for Test Applets

For some test cases, APDU Status Words (SW1-SW2) values depend on P1 value of the C-APDU (only for
APDU_casel, APDU_case2, APDU_case3, APDU_case4):
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0x02 0x6202
0x03 0x6280
0x04 0x6281
0x05 0x6282
0x06 0x6283
0x07 0x6284
0x08 0x6285
0x09 0x6286
O0x0A 0x62F1
0x0B 0x62F2
0x0C 0x6300
0x0D 0x6381
OxOE 0x63C2
OxOF 0x6310
0x10 0x63F1
0x11 O0x63F2
0x12 0x6400
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0x13 0x6401
0x14 0x6402
0x15 0x6480
0x16 0x6500
0x17 0x6581
0x18 0x6800
0x19 0x6881
Ox1A 0x6882
0x1B 0x6883
0x1C 0x6884
0x1D 0x6900
Ox1E 0x6900
Ox1F 0x6981
0x20 0x6982
0x21 0x6983
0x22 0x6984
0x23 0x6985
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0x24 0x6986
0x25 0x6987

0x26 0x6988

0x27 0x6A00

0x28 0x6A80

0x29 Ox6A81

O0x2A 0x6A82

0x2B 0x6A83

0x2C 0x6A84

0x2D Ox6A85

O0x2E 0x6A86

Ox2F Ox6A87
0x30 0x6A88
0x31 0x6A89
0x32 Ox6A8A

Table 8: P1 - Status Word Pairs
The length of the data and the data bytes may be adapted by the test controller for different test runs (e.g. run

the test cases with different data length during different test runs). The test applet must be able to handle
different data length.

Security, Identity, Mobility 0 simalliance



. . . (@] Mobile API Test S ification for T t
Securing the future of mobile services pen Hioblle AT Test speclication for Transie 23

5.8 Access control configuration

To test security errors two rules shall be defined complying with GP SEAC:
- Rule 1: Access to AID_accessdenied is denied from any mobile application.
- Rule 2: Sending a specific APDU command is denied: Test APDU3 to AID_TestApp from any
mobile application.
For all other tests, a rule granting access to all applets for all mobile applications shall be used.
An example of ARA applet and ARF configuration is provided in Annex B.

5.9 Mapping to procedural interface

Procedural interface means the not object oriented interface. All information related to object oriented interface
testing also applies to procedural interface testing with below adaptations.

5.9.1 Initial conditions

There is no SEService and no “isConnected()” method for the method oriented interface so related initial
conditions do not apply.

A reader instance "reader" is mapped to a reader handle “reader”.

A session instance "session" is mapped to a session handle “session”.

5.9.2 Test procedure

The test procedure is defined for the object oriented interface and mapped to the procedural interface with the
following conditions for the API Description and APl Expectation column:
e Objects are mapped to handles.
e Exceptions are mapped to errors.
e Return value is given with response parameter.
e Return of null (in openBasicChannel and openLogicalChannel) is mapped to
ChannelNotAvailableError.
e For the procedural interface ‘same object’ means that the values of the handles shall be the same.
For example for C the == operator shall be used.

5.9.3 Mapping between object oriented and procedural interface

Object oriented interface Procedural interface
SEService:SEService n/a
SEService:getReaders omapi_get_readers
SEService:isConnected n/a
SEService:shutdown n/a
SEService:getVersion omapi_get_version
SEService:CallBack:serviceConnected n/a
Reader:getName omapi_reader_get_name
Reader:getSEService ,n/a
Reader:isSecureElementPresent omapi_reader_is_secure_element_present
Reader:openSession omapi_reader_open_session
Reader:closeSessions omapi_reader_close_sessions
Session:getReader omapi_session_get_reader
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Session:getATR

omapi_session_get_atr

Session:close

omapi_session_close

Session:isClosed

omapi_session_is_closed

Session:closeChannels

omapi_session_close_channels

Session:openBasicChanne (byte[] aid) n/a
Session:openBasicChannel (byte[] aid, . . .
Byte P2) omapi_session_open_basic_channel

Session:openlLogicalChannel (byte[]
aid)

n/a

Session:openlogicalChannel (bytel]
aid, Byte P2)

omapi_session_open_logical_channel

Channel:close

omapi_channel_close

Channel:isBasicChannel

omapi_channel_is_basic_channel

Channel:isClosed

omapi_channel_is_closed

Channel:getSelectResponse

omapi_channel_get_select_response

Channel:getSession

omapi_channel_get_session

Channel:transmit

omapi_channel_transmit
omapi_channel_transmit_receive_response

Channel:selectNext

omapi_channel_select_next

The mapping of error codes is shown in Annex C:
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C} simalliance



. . . (@] Mobile API Test S ification for T t
Securing the future of mobile services pen Hioblle AT Test speclicaion for Hrans e, 25

6. Test Cases
6.1 Class SEService

The SEService realizes the communication to available SEs on the device.
This is the entry point of this API. It is used to connect to the infrastructure and get access to a list of SE
readers.

6.1.1 Constructor: SEService(Context context, SEService.CallBack listener)

(a) Conformance Requirements
The constructor with the following header shall be compliant to its definition in the API.
SEService (Context context, SEService.CallBack listener)

Normal execution

CRNL1: Establishes a new connection that can be used to connect to all the SEs available in the DUT.
CRN2: The isConnected() method returns true after the connection process is finished.

CRN3: The serviceConnected() method of the listener object is called.

Parameter errors
CRP1: NullPointerError — if the parameter “context” is null.

Context errors
None

(b) Initial Conditions

(c) Mapping to procedural interface
This method is not available on procedural interface.

(d) Test Procedure

Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT - UICC Simulator / SE UICC Simulator / SE > DUT
1 SEService Constructor with 2 Parameters
Constructor: none none serviceConnected() | crN1
. method of the
SESerwce(context, listener object is CRN3
listener) called
(recommended:
within 10 sec).
2 SEService Constructor and check with isConnected
1. none none CRN2
Constructor:
SEService(context,
listener)
2 2.
After seService.isConnec
) ) ted() returns true
seService.serviceCon
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nected() callback
received;

seService.isConnecte

dQ

3 SEService Constructor with missing Context
Constructor: none none NullPointerErro | crpi
SEService(null, £ expected
listener)
4 SEService Constructor with missing Listener
1. none none CRP1
Constructor:
SEService(context,
null)
2 2.
) seService.isConn
- wait 10 sec (not ected() returns
blocking) -- true
seService.isConnecte
(0]
5 SEService Constructor without any parameters
Constructor: none none NullPointerErro | crpi

. r expected
SEService(null, null) P

6 Use of a second SEService instance

1. none none CRN2

Constructor:

SEService(context,

listener)

2. 2.

After seService.isConnec
i ) ted() returns true

seService.serviceCon

nected() callback

received;

seService.isConnecte

d(

3.

create a  second

SEService object

Constructor:

seService2 =

SEService(context,

listener) 4.

4. seService2.isConne
After cted() returns true

seService2.serviceCo
nnected() callback
received;
seService2.isConnect
ed()

6.1.2 Method: Reader[] getReaders()
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(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
boolean isConnected ()

Normal execution
CRN1: isConnected() returns true if the service is connected.
CRN2: isConnected() returns false if the service is not connected.

Parameter errors
None

Securing the future of mobile services apl 27
(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
Reader[] getReaders ()
Normal execution
CRN1: Reader[] contains the list of available SE readers.
CRN2: If there is no reader, then the array of readers returned by getReaders() method has length 0.
CRN3: There must be no duplicated objects in the list of readers.
Parameter errors
None
Context errors
None
(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
(c) Mapping to procedural interface
CRN3: There must be no duplicated handles in the list of readers
(d) Test Procedure
Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT = UICC Simulator / SE UICC Simulator / SE = DUT
1 SEService GetReaders with return of multiple readers
seService.getReaders | None None Returned array CRN1
0 contains list with the CRN3
correct number of
the supported
readers ; There
must be no
duplicated entries in
the list
6.1.3 Method: boolean isConnected ()
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Context errors
None

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.

(c) Mapping to procedural interface
This method is not available on procedural interface.

(d) Test Procedure

Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT = UICC Simulator / SE UICC Simulator / SE = DUT
1 SEService isConnected returns true
seService.isConnect | none none Returns true CRN1
ed()
2 SEService isConnected return false
1. none none CRN2
seService.shutdown()
2. 2.
seService.isConnecte Returns false
dQ
6.1.4 Method: void shutdown ()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
Void shutdown ()

Normal execution

CRN1: Releases all SE resources allocated by this SEService.

CRN2: As a result isConnected() will return false after shutdown() was called.

CRNS: After this method call, the state of SEService object is invalid (not connected any more).

Parameter errors
None

Context errors
None

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.

(c) Mapping to procedural interface
This method is not available on procedural interface.
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Test Procedure
Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT - UICC Simulator / SE UICC Simulator / SE & DUT
1 SEService shutdown with no channels open
1. none none CRN1
seService.shutdown() CRN2
2. 2. CRN3
seService.isConnecte seService.isConnec
d() ted returns false
3.
3. ) lllegalStateError
seService.getReaders
0
2 SEService shutdown with one channel open
1. no errors or CRN1
) exceptions are
seService.getReaders expected CRN2
0
2.
reader.openSession(fi
rstReader)
3. CMD 3-1: RESP 3-1:
session.openLogicalC | APDU_MANAGE_CH_OPEN R-APDU - Data: Channel
hannel(AID_TestApp) Number; SW ‘90 00
CMD 3-2:
APDU_SELECT_BY_DF - RESP 3-2:
CLA contains the Channel R-APDU - SW ‘90 00’
Number returned by the card
in RESP 3-1; Data =
4 ‘AID_TestApp'
seService.shutdown() | CMD-4-1: MANAGE RESP 4-1:
CHANNEL (P1="80’) R-APDU - SW ‘90 00’
5.
5.
Service.isC seService.isConnec
seService.isConnecte ted returns false
dQ
3 SEService shutdown during transmit in different thread
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1. no errors or CRN1
. exceptions are
seService.getReaders expected CRN2
0
2.
reader.openSeesion(fi
rstReader)
3. CMD 3-1: RESP 3-1:
session.openLogicalC | APDU_MANAGE_CH_OPEN R-APDU - Data: Channel
hannel(AID_TestApp) Number; SW ‘90 00’
CMD 3-2:
APDU_SELECT_BY_DF - RESP 3-2:
CLA contains the Channel R-APDU - SW ‘90 00’
Number returned by the card
in RESP 3-1; Data =
‘AID_TestApp*
4
-- Start new thread —
Ch / T CMD 4-1: RESP 4-1: 4.
annel.transmit('Tes | c_Appy (XX 10 020004 01 | R-APDU —'01 02 03 04 SW | byte[]= {01, 02, 03,
t_APDU2 02 03 04 00’) ‘90 00’ 04, 90, 00}
5. CMD 5-1: (transmit executed
- return to first thread | MANAGE CHANNEL (P1="80") | RESP 5-1: ‘ ’ successfully)
. . R-APDU - SW ‘90 00
right after transmit
returned the response
seService.shutdown()
6. 6.
seService.isConnecte seService.isConnec
d() ted returns false

6.1.5 Method: void getVersion()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.

String getVersion()

Normal execution
CRN1: Returns the version of the Open Mobile API Specification this implementation is based on.

Parameter errors
None

Context errors
None

(b) Initial Conditions

SEService Object has been created and the isConnected() method has been called and has returned true.

(c) Mapping to procedural interface
No specific mapping information
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(d) Test Procedure
Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT - UICC Simulator / SE UICC Simulator / SE & DUT
1 getVersion returns version string
1. none none 1. CRN1
seService.getVersion( returns a String that
' contains the Open
) Mobile API version
(e.g. 3.0)
6.2 Class (or interface): SEService.CallBack
Interface to receive call-backs when the service is connected.
If the target language and environment allows it, then this shall be an inner interface of the SEService class.
6.2.1 Method: void serviceConnected(SEService service)
(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
void serviceConnected (SEService service)
Normal execution
CRN1: The SEService object parameter must be the object that was created as result of the SEService
constructor and must not be null.
Parameter errors
None
Context errors
None
(b) Initial Conditions
SEService Constructor called
(c) Mapping to procedural interface
This method is not available on procedural interface.
(d) Test Procedure
Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT > UICC Simulator / SE UICC Simulator / SE > DUT
1 SEService Callback received after constructor
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1. none none 1. CRN1
serviceConnected(SE cszriisart\j”\?v?tt? bject
Service service) constructor and the
received, one received in the
2. callback are the
call same object

2.
seService.isConnecte seService
d() of received .isConnected
SEService object returns true.

6.3 Class Reader

The instances of this class represent SE readers connected to this device. These readers can be physical
devices or virtual devices. They can be removable or not. They can contain one SE that can or cannot be
removed.

6.3.1 Method: String getName()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
String getName ()

Normal execution
CRN1: Return the name of this reader.

e If this reader is a SIM reader, then its name must be "SIM[Slot]".

e |fthe reader is a SD or micro SD reader, then its name must be “SD[slot]”.

e |f the reader is an embedded SE reader, then its name must be “eSE[slot]".
Slot is a decimal number without leading zeros. The numbering must start with 1 (e.g. SIM1, SIM2, ... or SD1,
SD2, ... or eSE1, eSE2, ...). The slot number “1” for a reader is optional (SIM and SIM1 are both valid for the
first SIM-reader, but if there are two readers then the second reader must be named SIM2). This also applies
for other SD or SE readers.

Context errors
None

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
The “reader” instance is an element of a Reader[] array, returned by invoking seService.getReaders() method.

(c) Mapping to procedural interface
No specific mapping information

(d) Test Procedure

Test case
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ID API Description ISO Command Expectation ISO Response APl Expectation CRR
DUT > UICC Simulator / SE UICC Simulator / SE - DUT
1 Get Name
reader.getName() none none Returned String is CRN1

not null and returns
the correct string.
E.g.: “"SIM1 or
SIM” for the first
SIM reader.

No exception is
expected.

Method: SEService getSEService()
Conformance Requirements
SEService getSEService ()

Normal execution
CRNL1: Get the SEService that provides this Reader

Parameter errors
None

Context errors
None

Initial Conditions

SEService Object has been created and the isConnected() method has been called and has returned true.

The “reader” instance is an element of a Reader(] array, returned by invoking seService.getReaders() method.

Mapping to procedural interface
This method is not available on procedural interface.

Test Procedure

Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT = UICC Simulator / SE UICC Simulator / SE=DUT
1 Get SEService and compare
reader.getSEService | None None No exception is CRN1

()==service

expected

(SEService object is
not null and is the
same SEService
object which
provides this
Reader.)
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6.3.3 Method: boolean isSecureElementPresent()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
boolean isSecureElementPresent ()

Normal execution
CRNL1: This method checks if a SE is present in the reader, in case of its presence it returns true.
CRN2: This method returns false if the SE is not present in the reader.

Parameter errors
None

Context errors
None

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
The “reader” instance is an element of a Reader(] array, returned by invoking seService.getReaders() method.

Test case ID1: The SE used for testing is available and accessible.
Test case ID2: The SE that is tested is not inserted.

(c) Mapping to procedural interface
No specific mapping information

(d) Test Procedure

Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT =2UICC Simulator / SE UICC Simulator / SE > DUT
1 Secure Element is present
reader.isSecureEle None None True is returned CRN1
mentPresent() No exception is
expected.
2 Secure Element is not present
reader.isSecureEle None None False is returned CRN2
mentPresent() No exception is
expected.
6.3.4 Method: Session openSession()
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(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
Session openSession ()

Normal execution

CRNZ1: This method allows an application to connect to a SE in the reader.

CRN2: The SE needs to be prepared (initialized) for communication (i.e. switched on).

CRN3: There might be multiple sessions opened at the same time on the same reader.

CRN4: This method returns a session object to be used to create channels.

CRNS5: The session is created and a valid object is returned independently from the access control mechanism
— no security error allowed.

Parameter errors
None

Context errors
CRC1: IOError - something went wrong with the communication to the SE.

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
The “reader” instance is an element of a Reader[] array, returned by invoking seService.getReaders() method.
Test case ID1: A SE is connected to the reader. No opened sessions.
Test case ID2: A SE is connected to the reader.
Test case ID3: The maximum number of logical channels supported by the UICC simulator / SE is already
opened to AID_TestApp_multiselectable using a first session object “s1”.

(c) Mapping to procedural interface
CRN4: This method returns a session handle to be used to create channels.

(d) Test Procedure

Test case
ID API Description ISO Command Expectation ISO Response API Expectation
DUT =UICC Simulator / SE UICC Simulator / SE = DUT
1 First Session opening
reader_openSession None None Returned SeSSion CRN1
0 Elbject is not n_uII. CRN2
0 exception is
expected CRN4

Second Session opening
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1. None None 1. No exception is CRN1
Session sl = expected. CRN2
reader.openSession CRN3
0; CRN4
2. I
) 2. No exception is
Session s2 = expected.
reader.openSession
0;
3. | 3. Session
sli=s2 instances s1 and s2
are not the same.
No exception is
expected.
3 Open a new session object s2, when no new logical channel is available
reader.openSession Session object is
not null.
0; No exception is
expected
6.3.5 Method: void closeSessions()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
void closeSessions ()

Normal execution
CRNZ1: This method closes all the sessions opened on this reader.
CRNZ2: All the channels opened by all this session will be closed.

Parameter errors
None

Context errors
None

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
The “reader” instance is an element of a Reader[] array, returned by invoking seService.getReaders() method.
Test case ID1: A SE is connected to the reader. Session instances s1 and s2 are created.
Test case ID2: A SE is connected to the reader. Session instance sl is created. Three logical channels are
opened within ‘s1’.

(c) Mapping to procedural interface
No specific mapping information
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CHANNEL (P1="80")

CMD 1-2: MANAGE
CHANNEL (P1="80")

CMD 1-3: MANAGE
CHANNEL (P1="80")

0o’

RESP 1-2: R-APDU - SW ‘90
00’

RESP 1-3: R-APDU - SW ‘90
00’

expected.
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(d) Test Procedure
Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT - UICC Simulator / SE UICC Simulator / SE - DUT
1 Close sessions
1. None None 1. No exception is CRN1
reader.closeSession expected
s()
2. sl.isClosed(); 2. return ‘true’
3. s2.isClosed(); 3. return ‘true’
2 Close sessions and channels
reader.closeSession | CMD 1-1: MANAGE RESP 1-1: R-APDU - SW ‘90 No exception is CRN2

Reader getReader ()

6.4

6.4.1

Normal execution
CRNL1: Get the reader that provides this session.

Parameter errors
None

Context errors
None

SEService Object has been created and the isConnected() method has been called and has returned true.

Class Session

Method: Reader getReader()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.

(b) Initial Conditions

A reader instance "reader" is selected and a session instance "session" is opened with the selected “reader”.

(c) Mapping to procedural interface
No specific mapping information
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Test Procedure

Test case

ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT -> UICC Simulator / SE UICC Simulator / SE -> DUT

1 Return the Reader object for a Session instance

session.getReader() | None. None. Returned Reader CRN1
object is not null.
No exception is
expected.

2 Get the Reader object and compare with the object that provides this session

session.getReader() | None. None. The Reader object CRN1
==reader returned by
getReader() is the
same object as the
one which provides
this session.

No exception is
expected.
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6.4.2 Method: byte[] getATR()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
byte[] getATR()

Normal execution
CRNZ1: This method gets the ATR of this SE.
CRNZ2: If the ATR for this SE is not available the returned byte array is null.

Parameter errors
None

Context errors
None

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
A reader instance "reader" is selected and a session instance "session" is opened with the selected “reader”.

Test case ID1 and ID2: The UICC simulator / SE has sent its “ATR” to the DUT.

(c) Mapping to procedural interface
CRNZ2: If the ATR for this SE is not available, the returned length is set to zero and return value is “Success”.
Test case ID3: API Expectation is length set to zero and return value “Success”.

(d) Test Procedure

Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT -> UICC Simulator / SE UICC Simulator / SE -> DUT
1 Return the Answer To Reset
session.getATR(); None None No exception is CRN1
expected.
2 Returned Answer To Reset equals to the “ATR” sent during reset
session.getATR()== | None None The Answer to CRN1
ATR; Reset returned by
getATR() equals to
the “ATR” sent by
the UICC Simulator
/ SE. No exception
is expected.
3 Return null in case the Answer To Reset is not available
session.getATR(); None None Null is expected to CRN2
return. No exception
is expected.
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6.4.3 Method: void close()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
void close ()

Normal execution
CRNL1: Close the connection with the SE.
CRN2: This API will close any channels opened by this application with this SE.

Parameter errors
None

Context errors
None

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
A reader instance "reader" is selected and a session instance "session" is opened with the selected “reader”.
Test case ID1: One logical channel is opened to AID_TestApp.
Test case ID2: Three logical channels are opened to AID_TestApp_multiselectable.

(c) Mapping to procedural interface
No specific mapping information

(d) Test Procedure

Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT -> UICC Simulator / SE UICC Simulator / SE -> DUT
1 Close a session and check the state
session.close(); MANAGE CHANNEL (P1="80") | R-APDU - SW ‘90 00’ No exception is CRN1
expected.
2 Close a session with more logical channels
1. session.close(); CMD 1-1: MANAGE RESP 1-1: R-APDU - SW ‘90 1. No exception is CRN2
CHANNEL (P1="80’) 00’ expected.
CMD 1-2: MANAGE RESP 1-2: R-APDU - SW ‘90
CHANNEL (P1=80") 00’
CMD 1-3: MANAGE RESP 1-3: R-APDU - SW ‘90
CHANNEL (P1=80") 00’
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6.4.4 Method: boolean isClosed()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
boolean isClosed()

Normal execution
CRN1: Tells if this session is closed: if so, isClosed returns “true”.
CRNZ2: If the session is open it returns false.

Parameter errors
None

Context errors
None

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
A reader instance "reader" is selected and a session instance "session" is opened with the selected “reader”.

(c) Mapping to procedural interface
No specific mapping information

(d) Test Procedure

Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT -> UICC Simulator / SE UICC Simulator / SE -> DUT
1 Check a session already closed
1. session.close(); None None 1. No exception is CRN1
expected.
2. 2. “true” is expected
session.isClosed(); to return.
No exception is
expected.
2 Check an open session
session.isClosed(); None None “false” is expected CRN2
to return.
No exception is
expected.
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6.4.5

volid closeChannels ()

Normal execution

Method: void closeChannels()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.

CRNZ1: Close any channel opened on this session.

Parameter errors
None

Context errors
None

SEService Object has been created and the isConnected() method has been called and has returned true.
A reader instance "reader" is selected and a session instance "session" is opened with the selected “reader”.

(b) Initial Conditions

Test case ID1: Three logical channels are opened to AID_TestApp_multiselectable.
Test case ID2: No logical channel is opened.

(c) Mapping to procedural interface
No specific mapping information
(d) Test Procedure
Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT -> UICC Simulator / SE UICC Simulator / SE -> DUT
1 Close all the channels opened by the session
1. CMD 1-1: MANAGE RESP 1-1: R-APDU - SW ‘90 1. No exception is CRN1
session.closeChann | CHANNEL (P1=80") 00’ expected.
els();
CMD 1-2: MANAGE RESP 1-2: R-APDU - SW ‘90
CHANNEL (P1=80’) 00’
CMD 1-3: MANAGE RESP 1-3: R-APDU - SW ‘90
CHANNEL (P1=80") 00’
2 Close if no channel is open
1. No APDU None 1. No exception is CRN1
session.closeChann expected.
els();

6.4.6

Channel openBasicChannel (byte[]

Normal execution

Method: Channel openBasicChannel(byte[] aid)

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.

aid)

CRNL1: Get access to the basic channel, as defined in the 1SO7816-4 specification (the one that has number
0). The obtained object is an instance of the channel class.
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CRN2: The AID can be null, which means no SE application is to be selected on this channel and the default
SE application is used. If the default SE application is not currently selected on the basic channel then null will
be returned.

CRN3: Once this channel has been opened by a device application, it is considered as "locked" by this device

application, and other calls to this method will return null, until the channel is closed.
CRN4: Returns null, if the basic channel is locked (e.g. by the SE drivers).

Parameter errors
CRP1: lllegalParameterError - if the aid's length is not within 5 to 16 (inclusive).

Context errors
CRC1: IOError - if something goes wrong with the communication to the reader or the SE.
CRC2: NoSuchElementError — if the AID on the SE is not available.

CRCa3: lllegalStateError - if the SE session is used after being closed.
CRC4: SecurityError - if the calling application cannot be granted access to this AID on this session.

(b) Initial Conditions

SEService Object has been created and the isConnected() method has been called and has returned true.
A reader instance "reader" is selected and a session instance "session" is opened with the selected “reader”.

Test case ID4a: AID_TestApp is installed as the default selected applet.
Test case ID4b: The default applet is different from the AID_TestApp, e.g. USIM on a UICC SE, etc.

(c) Mapping to procedural interface
This method is not available on procedural interface.

(d) Test Procedure

Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT -> UICC Simulator / SE UICC Simulator / SE -> DUT
1 Open a basic channel
1. CMD 1: RESP 1: R-APDU - SW ‘90 00’ | 1. Returned CRN1
session.openBasi | APDU_SELECT_BY_DF; Data Channel object is
cChannel = ‘AlD_TestApp’ not null.
(AID_TestApp); No exception is
expected.
2 Open a basic channel and check, if the selected SE applet answers
1. CMD 1: RESP 1: R-APDU - SW ‘90 00’ | 1. Returned CRN1
session.openBasi | APDU_SELECT_BY_DF; Data Channel object is
cChannel = ‘AlD_TestApp’ not null.
(AID_TestApp); No exception is
expected.
2. CMD 2: C-APDU ('00 10 01 00 | RESP 2: R-APDU - Data =’01 | 2. Returned
channel.transmit(T | 04 01 02 03 04 00’) 02 03 04’; SW ‘90 0O’ Response equals to
est_APDUL1) ‘R-APDU’ - Data ="’
01 02 03 04’; SW
‘90 00'.
No exception is
expected.
3 Open a basic channel with the default SE applet
1. no selection <on basic None 1. Returned CRN2
session.openBasi channel> Channel object is
cChannel (null); not null.
No exception is
expected.
4a Open a basic channel with AID_TestApp as the default SE applet and check, if the applet answers
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1. no selection <on basic None 1. Returned CRN2
session.openBasi channel> Channel object is CRN3
cChannel (null); not null.
No exception is
expected.
2. CMD 2: C-APDU ('00 1001 00 | RESP 2: 2. Returned
channel.transmit(T | 04 01 02 03 04 00’) R-APDU - Data =’01 02 03 Response equals to
est_APDU1); 04’; SW ‘90 00’ ‘R-APDU’ - Data =
‘01 02 03 04’; SW
3. ‘90 00'.
session.openBasi | no APDU None
cChannel (null); 3 Returned Channel
object is null.
No exception is
expected.
4b Open a basic channel with the default SE applet and check, if the applet answers
1. no selection <on basic None 1. Returned CRN2
session.openBasi channel> Channel object is CRNS3
cChannel (null); not null.
No exception is
expected.
2. CMD 2: C-APDU ('00 10 01 00 | RESP 2: 2. Returned
channel.transmit(T | 04 01 02 03 04 00’) SW ‘6D 00’ or SW ‘6E 00’ SW ‘6D 00’ or SW
est_APDUL); ‘6E 00’
No exception is
expected.
3.
session.openBasi No APDU None 3 Returned Channel
cChannel (null); object is null.
No exception is
expected.
5 Open a basic channel with the default SE applet when the default applet is not currently selectable
1. CMD 1: RESP 1: R-APDU - SW ‘90 00’ | 1. Returned CRN2
session.openBasi | APDU_SELECT_BY_DF; Data Channel object is
cChannel = ‘AlD_TestApp* not null.
(AID_TestApp); No exception is
expected
2. channel.close(); | CMD 2: None RESP 2: None 2. No exception is
expected
3. CMD 3: No APDU RESP 3: None 3. Returned
session.openBasi Channel object is
cChannel (null); null.
No exception is
expected.
6 Open a basic channel when it is locked by an application
1. CMD 1: RESP 1: R-APDU - SW ‘90 00’ | 1. Returned CRN3
session.openBasi | APDU_SELECT_BY_DF; Data Channel object is
cChannel = ‘AlD_TestApp* not null.

(AID_TestApp);

2.
session.openBasi
cChannel
(AID_TestApp_mul
tiselectable);

CMD 2: No APDU command is
expected. (the channel is
locked by the API)

RESP 2: No Response.

No exception is
expected.

2. Returned
Channel object is
null.

No exception is
expected.
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7 Open a basic channel when it is locked by default
session.openBasi No APDU None. Returned Channel CRN4
cChannel object is null.
(AID_TestApp); No exception is

expected.

8 The length of the AID is less than 5
session.openBasi No APDU None lllegalParameterErr | CRP1
cChannel or is expected.
(AID_lllegal 1);

9 The length of the AID is more than 16
session.openBasi No APDU None lllegalParameterErr | CRP1
cChannel or is expected.
(AID_lllegal 2);

10 Communication problem with the Secure Element
session.openBasi | APDU_SELECT_BY_DF; Data | No R-APDU is returned. IOError is expected. | CRC1
cChannel = ‘AlD_TestApp’

(AID_TestApp);

11 The AID is not available on the Secure Element
session.openBasi | APDU_SELECT_BY_DF; Data | R-APDU — SW ‘6A 82’ NoSuchElementErr | CRC2
cChannel = ‘AlD_nonexisting * or is expected.
(AID_nonexisting);

12 Open a basic channel, when session is already closed
1. session.close(); | None None 1. No exception is CRC3

expected.
2. No APDU 2. lllegalStateError
session.openBasi is expected.
cChannel
(AID_TestApp);

13 The application opening the basic channel has no access to the selected SE applet
session.openBasi no selection <for None. SecurityError is CRC4
cChannel AID_accessdenied> expected.
(AID_accessdenie
d);
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6.4.7 Method: Channel openLogicalChannel(byte[] aid)

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
Channel openLogicalChannel (byte[] aid)

Normal execution

CRN1: Open a logical channel with the SE, selecting the application represented by the given AID.

CRN2: If the AID is null, then the default application shall be used.

CRN3: It is up to the SE to choose which logical channel will be used.

CRN4: Return null if SE is unable to provide a new logical channel.

CRNS5: If the selection of the SE applet fails the logical channel shall be closed.

CRNG: If the status word indicates that the SE was able to open a channel (e.g. status word ‘90 00’ or status
words referencing a warning in ISO-7816-4: '62 XX” or “63 XX’) the API shall keep the channel opened.
CRN?7: If the device forbids the use of a null AID.

Parameter errors
CRP1: lllegalParameterError - if the aid's length is not within 5 to 16 (inclusive).

Context errors

CRCL1: IOError - if something goes wrong with the communication to the reader or the SE. (e.g. SE is no longer
available).

CRC2: NoSuchElementError - if the AID on the SE is not available (or cannot be selected) or a logical channel
is already open to a non-multiselectable applet.

CRC3: lllegalStateError - if the SE session is used after being closed.

CRC4: SecurityError - if the calling application cannot be granted access to this AID on this session.

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
A reader is selected and a session is opened with the selected reader.

Test case ID4a: AID_TestApp is installed as the default selected applet.
Test case ID4b: The default applet is different from the AID_TestApp, e.g. USIM on a UICC SE, etc.

Test case ID5a, 5b, 5¢: The maximum number of logical channels supported by the UICC simulator / SE is
already opened to AID_TestApp_multiselectable using one session object “session”.

Test case ID5d: The maximum number of logical channels supported by the UICC simulator / SE is already
opened to AID_TestApp_multiselectable using one session object “session”. After this a new session object
“session2” is successfully created.

(c) Mapping to procedural interface
This method is not available on procedural interface.

(d) Test Procedure

Test case

ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT -> UICC Simulator / SE UICC Simulator / SE -> DUT

1 Open a logical channel
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1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. Returned CRN1
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is CRN3
calChannel not null.
(AID_TestApp); CMD 1-2: RESP 1-2: R-APDU - SW ‘90 No exception is
APDU_SELECT_BY_DF — 00’ expected.
CLA contains the Channel
Number returned by the card
in RESP 1-1;; Data =
‘AID_TestApp*
2 Open a logical channel and check, if the selected SE applet answers
1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. Returned CRN1
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
calChannel not null.
(AID_TestApp); CMD 1-2: RESP 1-2: R-APDU - SW ‘90 No exception is
APDU_SELECT_BY_DF - 00’ expected.
CLA contains the Channel
Number returned by the card
in RESP 1-1;; Data =
‘AlD_TestApp'
2. CMD 2: C-APDU (XX 10 01 RESP 2: R-APDU - Data =’01 | 2. Returned
channel.transmit(T | 00 04 01 02 03 04 00’) 02 03 04’; SW ‘90 00’ Response equals to
est_APDU1) ‘R-APDU’ - Data =
‘01 02 03 04'; SW
‘90 00'.
No exception is
expected.
3a Open a logical channel with the default SE applet
1. CMD 1: RESP 1: R-APDU - Data: 1. Returned CRN2
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
calChannel (null); not null.
No exception is
expected.
3b Open a logical channel with the default SE applet when it is not supported by device
1. No APDU None. 1. Returned CRN7
session.openLogi Channel object is
calChannel (null); null.
No exception is
expected.
da Open a logical channel with AID_TestApp as the default SE applet and check, if the applet answers
1. CMD 1: RESP 1: R-APDU - Data: 1. Returned CRN2
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
calChannel (null); not null.
No exception is
expected.
2. CMD 2: C-APDU ('XX 10 01 RESP 2: 2. Returned
channel.transmit(T | 00 04 01 02 03 04 00’) R-APDU - Data =’01 02 03 Response equals to
est_APDUL1); 04’; SW ‘90 00’ ‘R-APDU’ - Data =
‘01020304 "; SW
‘90 00'.
4b Open a logical channel with the default SE applet and check, if the applet answers
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1. CMD 1: RESP 1: R-APDU - Data: 1. Returned CRN2
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
calChannel (null); not null.
No exception is
expected.
2. CMD 2: C-APDU (XX 10 01 RESP 2: 2. Returned
channel.transmit(T | 00 04 01 02 03 04 00’) SW ‘6D 00’ or SW ‘6E 00’ SW ‘6D 00’ or SW
est_APDUL); ‘6E 00
No exception is
expected.
5a Open a logical channel, when no new logical channel is available,
device manages maximum number of logical channels
1. No APDU none 1. Returned CRN4
session.openLogi Channel object is
calChannel null.
(AID_TestApp); No exception is
expected.
5b Open a logical channel, when no new logical channel is available, device does not manage maximum number of
logical channels and access control is checked on openSession method
1. CMD 1: RESP 1: R-APDU — SW ‘68 1. Returned CRN4
session.openLogi | APDU_MANAGE_CH_OPEN 81 or ‘6A 81’ Channel object is
calChannel null.
(AID_TestApp); No exception is
expected.
5c Open a logical channel, when no new logical channel is available, device does not manage maximum number of
logical channels and access control is checked on openLogicalChannel method
1. no selection <for None 1. Returned CRN4
session.openLogi | AID_TestApp> Channel object is
calChannel null.
(AID_TestApp); No exception is
expected.
5d Open a logical channel using a new Session object “session2” when no new logical channel is available, device
does not manage maximum number of logical channels and access control is checked on openSession method
1. no selection <for RESP 2: None 1. Returned CRN4
session2.openLog | AID_TestApp> Channel object is
icalChannel null.
(AID_TestApp); No exception is
expected.
6 The length of the AID is less than 5
session.openlLogi No APDU None llegalParameterErr | CRP1
calChannel or is expected.
(AID_lllegal_1);
7 The length of the AID is more than 16
session.openlLogi No APDU None lllegalParameterErr | CRP1
calChannel or is expected.
(AID lllegal 2);
8 Communication problem with the Secure Element
1. CMD 1-1: None 1. IOErroris CRC1
session.openLogi | APDU_MANAGE_CH_OPEN expected.
calChannel (APDU must not be
(AID_TestApp); resent automatically
even if the SE/UICC
simulator answers
after reset.)
9 The AID is not available on the Secure Element
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1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. CRC2
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ NoSuchElementErr
calChannel or is expected.
(AID_nonexisting); | CMD 1-2: RESP 1-2: R-APDU — SW ‘6A

APDU_SELECT_BY_DF — 82’
CLA contains the Channel
Number returned by the card
in RESP 1;; Data =
‘AlD_nonexisting *
CMD 1-3: MANAGE RESP 1-3: R-APDU - SW ‘90
CHANNEL (P1=80") 00’
10 A logical channel is already open to the non-multiselectable SE Applet
1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. No exception is CRC2
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ expected.
calChannel
(AID_TestApp); CMD 1-2: RESP 1-2: R-APDU - SW ’90
APDU_SELECT_BY_DF - 00’
CLA contains the Channel
Number returned by the card
in RESP 1-1;; Data =
‘AlD_TestApp'
2. CMD 2-1: RESP 2-1: R-APDU - Data: 2.
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ NoSuchElementErr
calChannel or is expected.
(AID_TestApp); CMD 2-2: RESP 2-2: R-APDU - SW ‘6A
APDU_SELECT_BY_DF - 82’ or 69 99 or ‘69 85’
CLA contains the Channel
Number returned by the card
in RESP 2-1; Data =
‘AID_TestApp
CMD 2-3 MANAGE CHANNEL | RESP 2-3: R-APDU - SW ‘90
(P1="80") 00’
11 Open a logical channel, when session is already closed
1. session.close(); | none none 1. No exception is CRC3
expected.
2. No APDU None
session.openLogi 2. lllegalStateError
calChannel is expected.
(AID_TestApp);
12 The application opening the logical channel has no access to the selected SE applet
1. no selection <for None SecurityError is CRC4
session.openLogi | AID_accessdenied> expected.
calChannel
(AID_accessdenie
d);
13 Application not selectable (SW=6999)
1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. CRC2
session.openlLogi APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ NoSuchElementErr
calChannel or is expected.
(AID_TestApp_SW | CMD 1-2: RESP 1-2: R-APDU - SW ‘69
6999); APDU_SELECT BY_DF — 99’
CLA contains the Channel
Number returned by the card
in RESP 1-1; Data =
‘AlD_TestApp_SW6999*
CMD 1-3 MANAGE CHANNEL | RESP 1-3: R-APDU - SW ‘90
(P1="80") 00’

Application selection returns a warning code 6283 (specified in ISO7816-4) — channel shall be opened
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14 1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. Returned CRN6
Session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
calChannet( not null.
AID_TestAppl_SW | CMD 1-2: RESP 1-2: R-APDU - 'DE AD No exception is
6283_selectrespon | APDU_SELECT BY_DF — CO DE 62 83’ expected.
se) CLA contains the Channel

Number returned by the card
in RESP 1-1; Data =
‘AID_TestApp_SW6283_select
response
RESP 2: R-APDU - Data =’01 | 2. Returned
2. CMD 2: C-APDU ('XX 10 01 02 03 04’; SW ‘90 0O’ Response equals to
channel.transmit(T | 00 04 01 02 03 04 00’) ‘R-APDU’ - Data =
est_APDUL); ‘0102 03 04’; SW
‘90 00'.
No exception is
expected.

15 Application selection returns awarning code 6280 (not specified in ISO 7816-4) — channel shall be opened
1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. Returned CRNG6
Session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
calChannet( not null.
AID_TestApp_SW6 | CMD 1-2: RESP 1-2: R-APDU - ‘DE AD No exception is
280_selectrespons | APDU_SELECT_BY_DF — CO DE 62 80’ expected.

e) CLA contains the Channel
Number returned by the card
in RESP 1-1; Data =
‘AID_TestApp_SW6280_select
response *
RESP 2: R-APDU - Data =’01 | 2. Returned
2. CMD 2: C-APDU (XX 10 01 02 03 04’; SW ‘90 00’ Response equals to
channel.transmit(T | 00 04 01 02 03 04 00’) ‘R-APDU’ - Data =
est_APDU1);) ‘01 02 03 04’; SW
‘90 00'.
No exception is
expected.

16 Application selection returns awarning code 6310 (not specified in ISO 7816-4) — channel shall be opened
1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. Returned CRN6
Session.openLogica | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
IChannet( not null.
AID_TestApp_SW6 | CMD 1-2: RESP 1-2: R-APDU - ‘DE AD No exception is
310_selectresponse | APDU_SELECT_BY_DF — CO0 DE 63 10’ expected.

) CLA contains the Channel
Number returned by the card
in RESP 1-; Data =
‘AID_TestApp_SW6310_select
response *
RESP 2: R-APDU - Data ='01 | 2. Returned
2. CMD 2: C-APDU ('XX 10 01 02 03 04’; SW ‘90 00’ Response equals to
channel.transmit(T | 00 04 01 02 03 04 00’) ‘R-APDU’ - Data =
est_APDU1);) ‘01 02 03 04’; SW
‘90 00'.
No exception is
expected.
17 Application selection returns a warning code 63C1 (specified in ISO7816-4) — channel shall be opened
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1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. Returned CRNG6
Session.openLogica | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
IChannet( not null.
AID_TestApp_SW6 | CMD 1-2: RESP 1-2: R-APDU - ‘DE AD No exception is
3C1_selectrespons | APDU_SELECT_BY_DF — CODE63CT expected.

e) CLA contains the Channel
Number returned by the card
in RESP 1-1; Data =
‘AID_TestApp_SW63C1_selec
tresponse
RESP 2: R-APDU - Data =’01 | 2. Returned
2. CMD 2: C-APDU ('XX 10 01 02 03 04’; SW ‘90 0O’ Response equals to
channel.transmit(T | 00 04 01 02 03 04 00’) ‘R-APDU’ - Data =
est_APDUL1); ‘01 02 03 04’; SW
‘90 00°.
No exception is
expected.

Channel openLogicalChannel (bytel[]

6.4.8

Method: Channel openLogicalChannel(byte[] aid) — Extended logical
channels

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API and according to chapter
8 in the API specification.

aid)

Normal execution
CRNL1: The Transport API shall support logical channels according to ISO with up to 20 channels including the
basic channel.

Parameter errors

Context errors

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
A reader instance "reader" is selected and a session instance "session" is opened with the selected “reader”.
Test case ID1 - 3: Three (3) logical channels are already opened to AID_TestApp_multiselectable.

(c) Mapping to procedural interface
This method is not available on procedural interface.

(d) Test Procedure

Test case

ID API Description ISO Command Expectation

DUT -> UICC Simulator / SE

ISO Response
UICC Simulator / SE -> DUT

API Expectation

CRR

1 Open 19 logical channels, device manages maximum number of logical channels
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1. CMD 1-1-1: RESP 1-1-1: R-APDU - Data: 1. Returned CRNL1,
Loop 16 times: | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
session.openLogica not null.

IChannel CMD 1-2: RESP 1-2-1: R-APDU - SW No exception is
(AID_TestApp_multi | APDU_SELECT_BY_DF — ‘90 00’ expected.
selectable); CLA contains the Channel
end loop Number (channel number > 3)
(store the references | returned by the card in RESP
to the returned | 1-1-1;; Data = ‘AID_TestApp
channel objects) multiselectable*
CMD 1-1-16: RESP 1-1-16: R-APDU - Data:
APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’
CMD 1-2-16: RESP 1-2-16: R-APDU - SW
APDU_SELECT_BY_DF — ‘90 00’
CLA contains the Channel
Number (channel number > 3)
returned by the card in RESP
1-1-16;; Data =
‘AlD_TestApp
multiselectable’
2.
Loop 16 time: CMD 2-1: C-APDU (4x 10 01 RESP 2-1: R-APDU - Data = 2. Returned
channelXX.transmit( | 00 04 01 02 03 04 00’) ’01 02 03 04’; SW ‘90 00’ Response equals to
Test_APDUL) . ‘R-APDU’ - Data =
end loop CMD 2-16: C-APDU ('4x 10 01 | RESP 2-16: R-APDU - Data= | ‘01 02 03 04’; SW
(used the stored 00 04 01 02 03 04 00") ‘01 02 03 04’; SW ‘90 00’ ‘90 00'.
channel objects No exception is
from step 1) expected.
3.
session.openLogica | No APDU none 3. Returned
IChannel Channel object is
(AID_TestApp_multi null.
selectable); No exception is
expected.

Open 19 logical channels, device does not manage maximum number of logical channels and access control is
checked on openSession method
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1. CMD 1-1-1: RESP 1-1-1: R-APDU - Data: 1. Returned CRNL1,
Loop 16 times: | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
session.openLogica not null.

IChannel CMD 1-2: RESP 1-2-1: R-APDU - SW No exception is
(AID_TestApp_multi | APDU_SELECT_BY_DF — ‘90 00’ expected.
selectable); CLA contains the Channel
end loop Number (channel number > 3)
(store the references | returned by the card in RESP
to the returned | 1-1-1;; Data = ‘AlD_TestApp
channel objects) multiselectable*
CMD 1-1-16: RESP 1-1-16: R-APDU - Data:
APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’
CMD 1-2-16: RESP 1-2-16: R-APDU - SW
APDU_SELECT_BY_DF - ‘90 00’
CLA contains the Channel
Number (channel number > 3)
returned by the card in RESP
1-1-16;; Data =
‘AlD_TestApp
multiselectable’
2.
Loop 16 time: CMD 2-1: C-APDU (4x 10 01 RESP 2-1: R-APDU - Data = 2. Returned
channelXX.transmit( | 00 04 01 02 03 04 00’) ’01 02 03 04’; SW ‘90 00’ Response equals to
Test_APDUL) . ‘R-APDU’ - Data =
end loop CMD 2-16: C-APDU ('4x 10 01 | RESP 2-16: R-APDU - Data= | ‘01 02 03 04’; SW
(used the stored 00 04 01 02 03 04 00") ’01 02 03 04’; SW ‘90 00’ ‘90 00'.
channel objects No exception is
from step 1) expected.
3.
session.openLogica | cMD 3-1: RESP 3-1: R-APDU — SW ‘68 | 3. Returned
IChannel APDU MANAGE CH OPEN 81 or ‘6A 81’ Channel object is
(AID_TestApp_multi - - null.
selectable); No exception is
expected.

Open 19 logical channels, device does not manage maximum number of logical channels and access control is
checked on openLogicalChannel method
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1. CMD 1-1-1: RESP 1-1-1: R-APDU - Data: 1. Returned CRNL1,
Loop 16 times: | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is
session.openLogica not null.

IChannel CMD 1-2: RESP 1-2-1: R-APDU - SW No exception is
(AID_TestApp_multi | APDU_SELECT_BY_DF — ‘90 00’ expected.
selectable); CLA contains the Channel
end loop Number (channel number > 3)
(store the references | returned by the card in RESP
to the returned | 1-1-1;; Data = ‘AID_TestApp
channel objects) multiselectable*
CMD 1-1-16: RESP 1-1-16: R-APDU - Data:
APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’
CMD 1-2-16: RESP 1-2-16: R-APDU - SW
APDU_SELECT_BY_DF — ‘90 00’
CLA contains the Channel
Number (channel number > 3)
returned by the card in RESP
1-1-16;; Data =
‘AlD_TestApp
multiselectable’
2.
Loop 16 time: CMD 2-1: C-APDU (4x 10 01 RESP 2-1: R-APDU - Data = 2. Returned
channelXX.transmit( | 00 04 01 02 03 04 00’) ’01 02 03 04’; SW ‘90 00’ Response equals to
Test_APDUL) . ‘R-APDU’ - Data =
end loop CMD 2-16: C-APDU ('4x 10 01 | RESP 2-16: R-APDU - Data= | ‘01 02 03 04’; SW
(used the stored 00 04 01 02 03 04 00") ‘01 02 03 04’; SW ‘90 00’ ‘90 00'.
channel objects No exception is
from step 1) expected.
3.
session.openLogica | ng selection <for None 3. Returned
IChannel AID_TestApp_multiselectable> Channel object is
(AID_TestApp_multi - - null.
selectable); No exception is
expected.
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6.4.9 Method: Channel openBasicChannel(byte[] aid, Byte P2)
(a) Conformance Requirements

The method with the following header shall be compliant to its definition in the API.

Channel openBasicChannel (byte[] aid, Byte P2)

Refer to Method: Channel openBasicChannel(byte[] aid) with the following additional requirements
Normal execution

CRNB8: The device shall allow at least the following values for P2: ‘Ox00’, ‘0x04’, ‘0x08’, ‘Ox0C’.

Context errors
CRC5: OperationNotSupportedError — if the given P2 parameter is not supported by the device.

(b) Initial Conditions

Refer to Method: Channel openBasicChannel(byte[] aid).

(c) Mapping to procedural interface
CRN2: The AID can be null, which means no SE application is to be selected on this channel and the default
SE application is used. If the default SE application is not currently selected on the basic channel then
ChannelNotAvailableError will be returned.
CRN3: Once this channel has been opened by a device application, it is considered as "locked" by this device
application, and other calls to this method will return ChannelNotAvailableError, until the channel is closed.
CRN4: Returns ChannelNotAvailableError, if the basic channel is locked (e.g. by the SE drivers).

Test case ID4a, 4b: API Expectation for step 3: return value is ChannelNotAvailableError
Test case ID5: APl Expectation for step 3: return value is ChannelNotAvailableError
Test case ID6: APl Expectation for step 2: return value is ChannelNotAvailableError
Test case ID7: API Expectation: return value is ChannelNotAvailableError

(d) Test Procedure

Test case
ID Description
Note: for all test cases in this table, P2 is set to 0x00

1 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 1

2 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 2

3 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 3

4a | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 4a

4b | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 4b

5 | Referto Method: Channel openBasicChannel(byte[] aid) - Test case ID 5

6 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 6

7 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 7

8 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 8

9 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 9

10 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 10

11 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 11

12 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 12

13 | Refer to Method: Channel openBasicChannel(byte[] aid) - Test case ID 13

Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT -> UICC Simulator / SE UICC Simulator / SE -> DUT

14 Open a basic channel with P2=04
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1. RESP 1: R-APDU - SW ‘90 00’ | 1. Returned CRN1,
session.openBasi CMD 1: Channel object is ,
cChannel APDU_SELECT_BY_DF_P2; not null. CRNS8
(AID_TestApp, P2=04; Data = ‘AID_TestApp’ No exception is
‘04%); expected.

15 Open a basic channel with P2=08
1. RESP 1: R-APDU - SW ‘90 00’ | 1. Returned CRNL1,
session.openBasi CMD 1: Channel object is ,
cChannel APDU_SELECT_BY_DF_P2; not null. CRNS8
(AID_TestApp, P2=08; Data = ‘AID_TestApp* No exception is
‘08’); expected.

16 Open a basic channel with P2=0C
1. RESP 1: R-APDU - SW ‘90 00’ | 1. Returned CRN1,
session.openBasi | CMD 1: Channel object is ,
cChannel APDU_SELECT_BY_DF_P2; not null. CRNS8
(AID_TestApp, P2=0C; Data = ‘AlD_TestApp No exception is
‘0C%); expected.
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6.4.10 Method: Channel openLogicalChannel(byte[] aid, Byte P2)
(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
Channel openLogicalChannel (byte[] aid, Byte P2)

Refer to Method: Channel openLogicalChannel(byte[] aid) with the following additional requirements

Normal execution
CRNB8: The device shall allow at least the following values for P2: ‘0Ox00’, ‘0x04’, ‘0x08’, ‘Ox0C’.

Context errors
CRC5: OperationNotSupportedError — if the given P2 parameter is not supported by the device.

(b) Initial Conditions

Refer to Method: Channel openLogicalChannel(byte[] aid).

(a) Mapping to procedural interface
CRN4: returns ChannelNotAvailableError if SE is unable to provide a new logical channel.

Test case ID3b: API Expectation: return value is ChannelNotAvailableError
Test case ID5a, 5b: API Expectation: return value is ChannelNotAvailableError

(b) Test Procedure

Test case

ID Description

Note: for all test cases in this table, P2 is set to 0x00
1 Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 1
2 Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 2
3a | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 3a
3b | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 3b
4a | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 4a
4b | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 4b
5a | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 5a
5b | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 5b
5¢ | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 5¢
5d | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 5d
6 | Referto Method: Channel openLogicalChannel(byte[] aid) - Test case ID 6
7 | Referto Method: Channel openLogicalChannel(byte[] aid) - Test case ID 7
8 | Referto Method: Channel openLogicalChannel(byte[] aid) - Test case ID 8
9 | Referto Method: Channel openLogicalChannel(byte[] aid) - Test case ID 9
10 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 10
11 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 11
12 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 12
13 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 13
14 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 14
15 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 15
16 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 16
17 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Test case ID 17
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Test case
ID API Description ISO Command Expectation ISO Response API Expectation CRR
DUT -> UICC Simulator / SE UICC Simulator / SE -> DUT
18 Open a logical channel with P2=04
1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. Returned CRN1
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is CRN3
calChannel not null. CRNS8
(AID_TestApp, CMD 1-2: RESP 1-2: R-APDU - SW ‘90 No exception is
‘04’); APDU_SELECT BY_DF _P2- | 00’ expected.
CLA contains the Channel
Number returned by the card
in RESP 1-1; P2=04; Data =
‘AID_TestApp*
19 Open a logical channel with P2=08
1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. Returned CRN1
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is CRN3
calChannel not null. CRNS8
(AID_TestApp, CMD 1-2: RESP 1-2: R-APDU - SW ‘90 No exception is
‘08’); APDU_SELECT BY_DF_P2- | 00’ expected.
CLA contains the Channel
Number returned by the card
in RESP 1-1; P2=08; Data =
‘AlD_TestApp'
20 Open alogical channel with P2=0C
1. CMD 1-1: RESP 1-1: R-APDU - Data: 1. Returned CRN1
session.openLogi | APDU_MANAGE_CH_OPEN Channel Number; SW ‘90 00’ Channel object is CRN3
calChannel not null. CRN8
(AID_TestApp, CMD 1-2: RESP 1-2: R-APDU - SW ‘90 No exception is
‘0C’); APDU_SELECT BY_DF_P2- | 00’ expected.
CLA contains the Channel
Number returned by the card
in RESP 1-1; P2=0C; Data =
‘AID_TestApp'
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6.4.11 Method: Channel openLogicalChannel(byte[] aid, Byte P2) — Extended
logical channels

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API and according to chapter
8 in the API specification.
Channel openLogicalChannel (byte[] aid, Byte P2)

Refer to Method: Channel openLogicalChannel(byte[] aid) — Extended logical channels.

(b) Initial Conditions
Refer to Method: Channel openLogicalChannel(byte[] aid) — Extended logical channels.

(c) Mapping to procedural interface

Test case ID1, ID2: API Expectation for step3: return value is ChannelNotAvailableError

(d) Test Procedure

Test case

ID Description
Note: for all test cases in this table, P2 is set to 0x00

1 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Extended Logical Channels - Test case ID 1

2 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Extended Logical Channels - Test case ID 2

3 | Refer to Method: Channel openLogicalChannel(byte[] aid) - Extended Logical Channels - Test case ID 3
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6.5 Class: Channel

Instances of this class represent an ISO7816-4 channel opened to a SE. It can be either a logical channel or
the default channel.

They can be used to send APDUs to the SE. The "channel" instances are opened by calling the
Session.openBasicChannel(byte[]) or Session.openLogicalChannel(byte[]) methods.

6.5.1 Method: void close()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
void close()

Normal execution

CRNL1: The close() method closes the channel to the SE.

CRNZ2: If the channel is the basic channel, then it becomes available again (if there was no other applet
selected besides the default applet).

CRN3: If the channel is already closed, the method is ignored.

CRN4: The close() method shall wait for completion of any pending transmit(byte[] command) before closing
the channel.

Parameter errors
None

Context errors
None

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
A reader instance "reader" is selected and a session instance "session" is opened with the selected “reader”.
Test cases ID1, ID3, ID4: A logical channel with “AlD_TestApp” is already open.
Test case ID2: A basic channel with the default applet is already open.
Test case ID5: The maximum number of logical channels supported by the UICC simulator / SE is already
opened to AID_TestApp_multiselectable using one session object “session”.
Test case ID6: The maximum number of logical channels supported by the UICC simulator / SE is already
opened to AID_TestApp_multiselectable using one session object “session1”. A second session object
“session2” is created.

(c) Mapping to procedural interface
No specific mapping information

(d) Test Procedure

Test case
ID API Description ISO Command ISO Response API Expectation CRR
Expectation
DUT - UICC Simulator/SE UICC Simulator/SE = DUT
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1 Close an open logical channel
1. CMD 1-1: MANAGE RESP 1-1: R-APDU - SW ‘90 1. CRN1
Channel.close(): CHANNEL (P1="80’) 00’ No exception is
' ' expected.
Close an open basic channel
1. channel.close(); CMD 1- 1: No APDU RESP 1-1: None 1. No exception is CRN2
expected.
2. CMD 2-1: No APDU RESP 2-1: None 2.
session.openBasicC gl)?pz)é;::é)tlon IS
hannel (null); '
Close an already closed channel
1. Channel.close(); CMD-1-1: MANAGE RESP 1-1: R-APDU - SW ‘90 1. No exception is CRN3
CHANNEL (P1="80’) 00’ expected.
2. Channel.close(); CMD 2-1: RESP 2-1: 2. No exception is
No APDU None expected.
‘Close’ method shall wait for an ongoing ‘transmit()’
1. Thread1: CMD 1-1: C-APDU (XX 10 01 RESP 1-1: R-APDU 01 02 03 | 1. byte[]= {01, 02, CRN4
Transmit 00 04 01 02 03 04 00) 04 - SW ‘90 00’ 03, 04, 90,00}
Test_ APDU2
Channel.transmit(Te
st_APDU2)
Thread2 sleep/wait for
1 seconds
2.Thread2:
Channel.close(); CMD 2-1: MANAGE RESP 2-1: R-APDU - SW ‘90
CHANNEL (P1="80’) 00’ 2. close returns
after transmit has
been completed
No exception is
expected.

‘Close’ a logical channel when maximal number of logical channels are already open and ensure that a new

channel can be open after close using the same session

RESP 1-1: R-APDU - SW ‘90

1. channel.close(); CMD 1- 1: MANAGE 1. No exception is CRN1
CHANNEL (P1="80") 0o’ expected.
2. session. | CMD 2-1: RESP 2-1: R-APDU - Data: 2. Returned

openLogicalChannel
(AID_TestApp);

APDU_MANAGE_CH_OPEN

CMD 2-2:

APDU_SELECT BY_DF —
CLA contains the Channel
Number returned by the card
in RESP 1-1;; Data =
‘AlD_TestApp

Channel Number; SW ‘90 00’

RESP 2-2: R-APDU - SW ‘90
00’

Channel object is
not null.

No exception is
expected.

‘Close’ a logical channel when maximal number of logical channels are already open and ensure that a new

channel can be open after close using a different session
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1. CMD 1- 1: MANAGE RESP 1-1: R-APDU - SW ‘90 | 1. No exceptionis | crN1
sessionl.channel.cl | CHANNEL (P1="80’) 00’ expected.
ose();
2 session2. | CMD 2-1: RESP 2-1: R-APDU - Data: 2. Returned

openLogicalChannel
(AID_TestApp);

APDU_MANAGE_CH_OPEN

CMD 2-2:

APDU_SELECT BY_DF —
CLA contains the Channel
Number returned by the card
in RESP 1-1;; Data =
‘AlD_TestApp

Channel Number; SW ‘90 00’

RESP 2-2: R-APDU - SW ‘90
00’

Channel object is
not null.

No exception is
expected.

6.5.2

Normal execution

Method: boolean isBasicChannel()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
boolean isBasicChannel ()

CRN1: This method returns true if the channel is the basic channel.
CRNZ2: This method returns false if the channel is a logical channel.

Parameter errors
None

Context errors
None

SEService Object has been created and the isConnected() method has been called and has returned true.

(b) Initial Conditions

A reader instance "reader" is selected and a session instance "session" is opened with the selected “reader”.
Test case ID1: A basic channel with “AID_TestApp” is already open.
Test case ID2: A logical channel with “AID_TestApp” is already open.

(c) Mapping to procedural interface
No specific mapping information

(d) Test Procedure

Test case

ID API Description

ISO Command
Expectation
DUT = UICC Simulator/SE

UICC Simulator - 1ISO
Response

UICC Simulator/SE = DUT

API Expectation

CRR

Check for an open basic channel
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1.
Channel.isBasicCha
nnel();

CMD1-1: None RESP 1-1: None

1. Return ‘true’.

CRN1

Check for an open logical channel

1.
Channel.isBasicCha
nnel();

CMD 1-1: None RESP 1-1: None

1. Return ‘false’

CRN2

boolean isClosed

Normal execution
CRN1: This method returns true if the channel is closed.
CRN2: This method returns false if the channel is open.

Parameter errors
None

Context errors
None

SEService Object has been created and the isConnected() method has been called and has returned true.

0

Method: boolean isClosed()

Conformance Requirements

Initial Conditions

A reader instance “reader” is selected and a session instance "session" is opened with the selected “reader”.
For all test cases: a logical channel with “AlD_TestApp” is already open.

Mapping to procedural interface

No specific mapping information

Test Procedure

Test case
ID API Description ISO Command UICC Simulator - 1SO API Expectation CRR
Expectation Response
DUT = UICC Simulator/SE
UICC Simulator/SE = DUT

1 Check for an open channel

1. CMD 1-1: None CMD 1-1: None 1. Return ‘false’. CRN2

Channel.isClosed();
2 Check for a closed channel
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1. Channel.close();

2.
Channel.isClosed();

CMD 1-1: MANAGE
CHANNEL (P1="80")

CMD 2-1: None

RESP 1-1: R-APDU - SW ‘90
00’

RESP 2-1: None

1. No exception is
expected.

2. Return ‘true’.

CRN1

6.5.4

bytel[]

Normal execution

Method: byte[] getSelectResponse()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.

getSelectResponse ()

CRNL1: Returns the data as received from the application select command inclusively the status word.
CRN2: The returned byte array contains the data bytes in the following order:
[<first data byte>, ..., <last data byte>, <sw1>, <sw2>].

CRN3: The returned byte array contains only the status word if the application select command has no data

returned.

CRN4: Null is returned if the application select command has not been performed.
CRNS5: Null'is returned if the selection response cannot be retrieved by the reader implementation.

Parameter errors
None

Context errors
None

(b) Initial Conditions

SEService Object has been created and the isConnected() method has been called and has returned true.
A reader instance “reader” is selected and a session instance "session" is opened with the selected “reader”.
Test case ID1: A logical channel with “AID_TestApp_selectresponse” is already open.
Test cases ID2, ID6: A logical channel with “AID_TestApp” is already open.

Test case ID3: A logical channel with “null” AID is already open.

Test case ID4: A logical channel with “AlID_TestApp_SW6283_selectresponse” is already open.
Test case ID5: A logical channel with “AlD_TestApp_SW6280_selectresponse” is already open.
Test case ID7: A logical channel with “AID_TestApp_SW6310_selectresponse” is already open.
Test case ID8: A logical channel with “AID_TestApp_SW63C1_selectresponse” is already open.

Test case ID9: A
APDU_SELECT_BY_DF_P2
Test case ID10: A
APDU_SELECT_BY_DF_P2
Test case ID11: A
APDU_SELECT BY_DF_P2
Test case 1ID12: A

APDU_SELECT_BY_DF_P2

value is “Success”.

logical channel with
with P2 set to 00.
logical channel with
with P2 set to 04.
logical channel with
with P2 set to 08.
logical channel with

with P2 set to OC.

“AlID_TestApp_selectresponse”
“AlD_TestApp_selectresponse”
“AlD_TestApp_selectresponse”

“AlD_TestApp_selectresponse”

(c) Mapping to procedural interface
CRNA4: If the application select command has not been performed the returned length is set to zero and return

is opened
is opened
is opened
is opened

using
using
using

using

CRNS5: If the selection response cannot be retrieved by the reader implementation, the returned length is set

to zero and return value is

“Success”.
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Test cases ID3, ID6: API Expectation is length set to zero and return value “Success”.
Test Procedure
Test case
ID API Description ISO Command UICC Simulator - 1ISO APl Expectation CRR
Expectation Response
DUT > UICC Simulator/SE
UICC Simulator/SE - DUT

1 Return data and Status Word from an application select command
1. CMD 1-1: None RESP 1-1: None 1. byte[]={ DE, AD, | cRrN1,
Channel.getSelectR CO, DE, 90,00} CRN2
esponse()

2 Return only the Status Word from an application select command (if the select command has no returned data)
1. ' _ Lo CRNL1,
Channel.getSelectR CMD 1-1: None RESP 1-1: None byte[ ]= {90,00} CRN3
esponse()

3 Return null in case the application select command is not performed
1. None None 1. Return ‘null CRN1,
Channel.getSelectR CRN4
esponse()

4 Check the handset correctly handles the select application command when the status word is 6283 (file

invalidated)
1.Channel.getSelect | None None 1. byte[]={ DE, AD, | crN1,
Response(); CO, DE, 62,83} CRN2
5 Check the handset correctly handles the select application command when the status word is 6280 (warning code
not specified in 1ISO 7816-4)
1.Channel.getSelect | None None 1. byte[ ]= { DE, AD, | CRN2
Response(); Co, DE, 62,80}
6 | Return null in case the selection response is not supported by the reader implementation
1. 1.
Channel.getSelectR None None Return ‘null , CRN5
esponse()

7 Check the handset correctly handles the select application command when the status word is 6310
1.Channel.getSelect | None None 1. byte[]={ DE, AD, | CcRN1,
Response(); CO, DE, 63, 10} CRN2

8 Check the handset correctly handles the select application command when the status word is 63C1
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1.Channel.getSelect | None None 1. byte[]={ DE, AD, | CRN2
. CO, DE, 63, C1}

Response();

9 Return data and Status Word from an application select command when P2 is set to 00
1. CMD 1-1: None RESP 1-1: None 1. byte[]={ DE, AD, | cRrN1,
Channel.getSelectR CO, DE, 90,00} CRN2
esponse()

10 Return data and Status Word from an application select command when P2 is set to 04
1. CMD 1-1: None RESP 1-1: None 1. byte[]={DE, AD, | crN1,
Channel.getSelectR CO, DE, 04, 90,00} CRN2
esponse()

11 Return data and Status Word from an application select command when P2 is set to 08
1. CMD 1-1: None RESP 1-1: None 1. byte[ ]={ DE, AD, | crN1,
Channel.getSelectR CO, DE, 08, 90,00} CRN2
esponse()

12 Return data and Status Word from an application select command when P2 is set to 0C
1. CMD 1-1: None RESP 1-1: None 1. byte[ ]={ DE, AD, | crN1,
Channel.getSelectR (C):ro DE, 0C, 90,00} CRN2
esponse() 1. byte[ ]= { 90,00} CRN3

Method: Session getSession()

Conformance Requirements

Session getSession|()

Normal execution
CRNL1: This method returns the session object this channel is bound to.

Parameter errors

None

Context errors
None

Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
A reader instance “reader” is selected and a session instance "session" is opened with the selected “reader”.
A logical channel with “AID_TestApp” is already open.

Mapping to procedural interface
CRN1: This method returns the session handle this channel is bound to.
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(d) Test Procedure

Test case

ID API Description ISO Command UICC Simulator - 1ISO API Expectation CRR
Expectation Response
DUT - UICC Simulator/SE

UICC Simulator/SE > DUT

1 Return the Session object for a Channel instance

1. Session == | CMD 1-1: None RESP 1-1: None 1. The Session CRN1,
object returned by
getSession() is not
0 null and is the same
object created in
initial conditions.

Channel.getSession

6.5.6 Method: byte[] transmit(byte[] command)

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
byte[] transmit (byte[] command)

Normal execution

CRNZ1: Transmit an APDU command as per ISO7816-4 to the SE. The underlying layers can generate as many
TPDUs as necessary to transport this APDU. The transport part is invisible from the application.

CRN2: The system ensures the synchronization between all the concurrent calls to this method. The entire
APDU communication to this SE is locked to the APDU.

CRN3: The system ensures that only one APDU will be sent at a time, irrespective of the number of TPDUs
that might be required to transport it to the SE.

CRN4: The channel information in the class byte in the APDU will be ignored: the system will add any required
information to ensure the APDU is transported on this channel.

CRN5: Waiting time extension is handled in correct way.

CRNG6: T=0/T=1 transport protocol related responses are handled inside the API or underlying implementation.
The mapping from C-APDUs to C-TPDUs is described in the 1ISO 7816-3, section 12 with short Lc/Le field.

Parameter errors

CRP1: NullPointerError — if the command parameter is null.

CRP2: SecurityError — if a MANAGE_CHANNEL command is supplied as a command parameter.

CRP3: SecurityError — if a SELECT by DF Name (p1=04) command is supplied as a command parameter.
CRP4: lllegalParameterError — if the command parameter is less than 4 bytes long.

CRP5: lllegalParameterError — if the command CLA is invalid (CLA = OXFF).

CRPG6: lllegalParameterError — if the command INS is invalid (INS = 0x6F or INS = Ox9F).

CRP7: lllegalParameterError — if the command Lc parameter is not consistent with the length of the data.

Context errors
CRCL1: IOError - if there is a communication problem to the reader or the SE.

CRC2: lllegalStateError - if the channel is closed at the time of invocation of this method.
CRC3: SecurityError - if the command parameter is filtered by the security policy.

(b) Initial Conditions
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SEService Object has been created and the isConnected() method has been called and has returned true.

A reader is selected and a session is opened with the selected reader.

Test case ID1: A basic channel with “AlD_TestApp” is already open.

Test cases ID2, ID5 to ID14 and ID16, ID19, ID20, ID24 to ID29: A logical channel with “AID_TestApp” is
already open.

Test case ID3: A logical channel with “AID_TestApp” is already open. SE shall return logical channel number
1.

Test case ID4: Three channels are created in three different sessions.

Test case ID15: The two channels are created in two different sessions, each one created in a different
SEService. (e.g. channell created by sessionl created by seServicel created in threadl).

Test case ID17: A logical channel with “AID_TestApp_p1p2” is already open.

Test case ID18: A logical channel with “AID_TestApp_clains” is already open.

Test case ID13: UICC simulator/UICC must only support T=0, a logical channel with “AID_TestApp” is already
open.

Test case ID14: UICC simulator/UICC must only support T=1, a logical channel with “AID_TestApp” is already
open.

Test case ID21: A logical channel with “AID_TestApp_SW61xx” is already open.

Test case ID22: A logical channel with “AID_TestApp_Multi_SW61xx” is already open.

Test case ID23: A logical channel with “AlD_TestApp_Get_Response” is already open.

(c) Mapping to procedural interface
Test case ID15: The two channels are created in two different sessions, (e.g. channell created by sessionl
created in threadl).
Test case ID26: to be checked.

(d) Test Procedure
In case of T=0 protocol the case 2 type APDUs sent to the SE/UICC simulator with wrong length are resent
with correct length. The test procedure description only contains the APDUSs sent first (with wrong length) and
does not contain the APDUs resent with correct length.
For test case ID18, the scope of this test case is to check that the API implementation is not blocking any
CLAJ/INS pairs except those mentioned in the specification. However, as some CLA/INS pairs are invalid, SE
or UICC simulator may send different R-APDU depending on their internal implementation. This behaviour is
normal but it is impossible to specify accurately the “API expectation”. As long as the APl implementation
returns the response of the SE, whatever it is, the test shall be considered successful.
It means that the “API Expectation” is that the transmit method shall always return the R-APDU sent by the
SE/UICC simulator as a response to the C-APDU, whatever it is.

Test case

ID API Description ISO Command UICC Simulator - I1ISO API Expectation

Expectation Response
DUT - UICC Simulator/SE
UICC Simulator/SE = DUT

CRR

1 Transmit an APDU on Basic Channel
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L CMD 1-1: C-APDU (00 1001 | RESP 1-1: R-APDU -’01 02 | 1. byte[ ]= {01, 02 CRN1
. -1: C- -1: R- - . byte[ 1= {01, 02,
Channel.transmit(Te | 54 04'01"02 03 04 00') 03 04’ SW ‘90 00’ 03, 04, 90,00}
st_APDU1);
2. . APD ’ . W ‘ —_ y
Channel transmit(Te Oc(l)\(l)D 2-1: C-APDU (‘00 30 00 (F)zgsp 2-1: R-APDU — SW ‘90 | 2. byte[ ]= { 90,00}
st_APDUA4);
3.
Channel transmit(Te | CMD 31 C-APDU (004000 | RESP 3-1:R-APDU-'0102 | 3. byte[]= {01, 02
) 00 00’) 03 04’ SW ‘90 00’ 03, 04, 90,00}
st_APDUS5):
4.
. CMD 4-1: C-APDU (‘00 50 00 | RESP 4-1: R-APDU SW ‘90 4. byte[ ]= { 90,00}
Channel.transmit(Te 00 04 01 02 03 04') 00’
st_APDUSG);
Transmit an APDU on Logical Channel
CRN1
CMD 1-1: C-APDU ('XX 10 01
00 04 01 02 03 04 00°)
1. RESP 1-1: R-APDU-'0102 | 1. byte[ ]= {01, 02,
Channel.transmit(Te , 03 04’ SW ‘90 00’ 03, 04, 90, 00}
st_APDUL); CMD 2-1: C-APDU (‘XX 30 00
00')
2, RESP 2-1: R-APDU — SW ‘90 | 2. byte[ ]= {90,00}
Channel.transmit(Te CMD 3-1: C-APDU (XX 40 00 0o
st_APDUA4); 00 00
3. RESP 3-1: R-APDU - 0102 | 3. byte[ = {01, 02,
Channel.transmit(Te ( 03 04’ SW ‘90 00 03, 04, 90,00}
_ CMD 4-1: C-APDU (XX 50 00
St_APDUS); 00 04 01 02 03 04')
4. RESP 4-1: R-APDU SW ‘90 4. byte[ = {90,00}
Channel.transmit(Te 00’
st_APDUSG);

Transmit an APDU with a wrong channel number
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Send an Test_ APDU1 CRN1,
with different channel CRN4
number. E.g. with
number channel=2 >
CLA =02:
1.Channel.transmit(* CMD 1-1: C-APDU ('XX 10 01 RESP 1-1: R-APDU -’01 02 1. byte[ ]= {01, 02,
) ’ 00 04 01 02 03 04 00) 03 04’ SW ‘90 00’ 03, 04, 90,00}
02100100040102030 | (The logical channel number is
400%); corrected by the API)
4 Synchronization between concurrent calls
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1. Channell = | CMD1-lL: RESP 1-1: R-APDU - Data: 1. Returned CRN2,
Session1.openLogic APDU_MANAGE_CH_OPEN Channel Number=1; SW ‘90 Channell object is CRN3

alChannel
(AID_TestApp_multi
selectable);

start new Thread2:

2. Channel2 =
Session2.openlLogic
alChannel
(AID_TestApp_multi
selectable);

start new Thread3:

3. Channel3 =
Session3.openLogic
alChannel
(AID_TestApp_multi
selectable);

Thread 1:

4.
Channell.transmit(T
est_APDU2);

Thread2: wait—0,5s
Thread 3: wait—0,7 s

5.
Channel2.transmit(T
est_APDU2);

6.
Channel3.transmit(T
est_APDU2);

CMD 1-2:

APDU_SELECT BY_DF —
CLA with Channel Number =1
(returned by the card in RESP
2-1); Data =
‘AID_TestApp_multiselectabl
e

CMD 2-1:
APDU_MANAGE_CH_OPEN

CMD 2-2:

APDU_SELECT BY_DF —
CLA with Channel Number =2
(returned by the card in RESP
2-1); Data =
‘AID_TestApp_multiselectabl
e

CMD 3-1:
APDU_MANAGE_CH_OPEN

CMD 3-2:
APDU_SELECT_BY_DF —
CLA with Channel Number =3
(returned by the card in RESP
2-1); Data =
‘AID_TestApp_multiselectabl
iy

CMD 4-1: C-APDU ('01 10 02
00 04 01 02 03 04 00’)

CMD 5-1:
C-APDU (02 10 02 00 04 05
06 07 08 00)

CMD 6-1:

C-APDU ('03 10 02 00 04 09
0A 0B 0C 00’)

00’

RESP 1-2: R-APDU - SW ‘90
00’

RESP 2-1: R-APDU - Data:
Channel Number=2; SW ‘90
(o]0}

RESP 2-2: R-APDU - SW ‘90
00’

RESP 3-1: R-APDU - Data:
Channel Number=3; SW ‘90
00’

RESP 3-2: R-APDU - SW ‘90
00’

RESP 4-1: Wait 1 second and
send response:

R-APDU -"01 02 03 04’ SW
‘90 00’

RESP 5-1: Wait 1 second and
send response:

R-APDU - 05 06 07 08’ SW
‘90 00’

RESP 6-1: Wait 1 second and
send response:

R-APDU —-'09 0A 0B 0C’ SW
‘90 00’

not null.
No exception is
expected.

2. Returned
Channel2 objects is
not null.

No exception is
expected.

3. Returned
Channel3 object is
not null.

No exception is
expected.

4.
byte[ ]= {01, 02, 03,
04, 90,00}

5. byte[ ]= {05, 06,
07, 08, 90,00}

6byte[ ]= {09 OA 0B,
0C, 90,00}

Null parameter command

Security, Identity, Mobility

C) simalliance




Securing the future of mobile services

Open Mobile API Test Specification for Transport

API

72

CMD 1-1: No APDU

RESP 1-1: None

1.NullPointerEr

1. CRP1
Channel.transmit(nu ror
I1;
6 MANAGE CHANNEL_OPEN as parameter command
1. CMD 1-1: No APDU RESP 1-1: None 1.SecurityError | cRp2
Channel.transmit(A
PDU_MANAGE_CH_
OPEN);
7 SELECT BY DF NAME as parameter command
1. CMD 1-1: No APDU RESP 1-1: None é o CRP3
Channel.transmit(A eeuritysrror
PDU_SELECT_BY_D
F(AID_TestApp));
8 Communication problem with the Secure Element
CRC1
1 CMD 1-1: : C-APDU (‘XX 10 RESP 1-1: None 1. IOError
’ ) 02 00 04 01 02 03 04 00’) (APDU must not be
Channel.transmit(Te resent automatically
st_APDUL1); even if the SE/UICC
Simulator answers
after reset.)
9 Transmit an APDU when the channel is closed
1. Channel.close(); CMD 1-1: MANAGE RESP 1-1: R-APDU - SW ‘90 1. No exception is CRC2
CHANNEL (P1="80’) 00’ expected.
2.
2.Channel.transmit( | CMD 2-1: No APDU RESP 2-1: None IllegalStateErr
Test_ APDU1); or
10 Command parameter shorter than 4 bytes
Transmit a dummy CRP4
command to the
application with only 3
bytes:
1. CMD 1-1: No APDU RESP 1-1 None 1.
cere IllegalParamete
Channel.transmit(‘0 rError
01500’);
Transmit a empty
command 2.
2. CMD 2-1: No APDU RESP 2-1 None IllegalParamete
Channel.transmit(*’); rError
11 Access Control rule does not allow the sending of this APDU
1. CMD 1-1: No APDU RESP 1-1: None 1. SecurityError is CRC3
Channel.transmit(Te expected.
st_APDU3);
12 Check waiting time extension
1. CMD 1-1: C-APDU (XX 55 00 | - waiting time extension - 1. byte[ ]= { 90, 00} CRN5
Channel.transmit(Te 00) received-
) RESP 1-1: R-APDU -SW ‘90
st_APDUY7); 00’
13 Check protocol handling of T=0
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1. CRN6
. CMD 1-1: C-APDU (XX 10 01 | - procedure byte to trigger 1. byte[ ]= {01, 02,
Channel.transmit(Te | 55 04'01"02 03 04 00') getResponse command {61 | 03, 04, 90, 00}
st_APDU1); - getResponse command 04}-
received by card - RESP 1-1: R-APDU —'01 02
03 04’ SW ‘90 00’
- procedure byte ‘6C xx’to
trigger to resend the command
2. CMD 2-1: C-APDU ('XX 40 00 | with correct length - 2. byte[ ]= {01, 02,
Channel.transmit(Te | 00 00’) RESP 2-1: R-APDU -"01 02 03, 04, 90,00}
st_APDUS); - command resend with correct | 03 04’ SW ‘90 00’
- length-
TPDU (XX 40 00 00 04’)
14 Check Protocol handling of T=1
1. CRN6
. CMD 1-1: C-APDU (XX 10 01 | RESP 1-1: R-APDU -’01 02 1. byte[ ]= {01, 02,
Channel.transmit(Te | 5'04'01"02 03 04 00') 03 04’ SW ‘90 00’ 03, 04, 90, 00}
st_APDU1);
2.
Channel transmit(Te CMD 2-1: C-APDU ('XX 40 00 | RESP 2-1: R-APDU - 01 02 2. byte[ ]= {01, 02,
) 00 00’) 03 04’ SW ‘90 00’ 03, 04, 90,00}
st_APDUS5);
15 Synchronization between concurrent SEServices
1. Channell = | CMD 1-1: RESP 1-1: R-APDU - Data: 1. Returned CRN2,
. . APDU_MANAGE_CH_OPEN Channel Number=1; SW ‘90 Channell object is
Sessionl.openLogic CRN3

alChannel
(AID_TestApp_multi
selectable);

start new Thread?2:

2. Channel2 =
Session2.openlLogic
alChannel
(AID_TestApp_multi
selectable);

Thread 1:

3.
Channell.transmit(T
est_ APDU2);

Thread2: wait—0,5s
4.
Channel2.transmit(T
est_APDU2);

CMD 1-2:

APDU_SELECT BY_DF -
CLA with Channel Number =1
(returned by the card in RESP
2-1); Data =
‘AID_TestApp_multiselectabl
e

CMD 2-1:
APDU_MANAGE_CH_OPEN

CMD 2-2:

APDU_SELECT BY_DF —
CLA with Channel Number =2
(returned by the card in RESP
2-1); Data =
‘AID_TestApp_multiselectabl
e

Both APDUs are transmitted:

CMD 3-1: C-APDU ('01 10 02
00 04 01 02 03 04 00)

CMD 4-1: C-APDU ('02 10 02
00 04 05 06 07 08 00)

0o’

RESP 1-2: R-APDU - SW ‘90
00’

RESP 2-1: R-APDU - Data:
Channel Number=2; SW ‘90
00’

RESP 2-2: R-APDU - SW ‘90
00’

RESP 3-1: R-APDU - 01 02
03 04’ SW ‘90 00’

RESP 4-1: R-APDU - 05 06
07 08’ SW ‘90 00’

not null.
No exception is
expected.

2. Returned
Channel2 object is
not null.

No exception is
expected.

3. byte[ J= {01, 02,
03, 04, 90,00}

4. byte[ ]= {05, 06,
07, 08, 90,00}
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16 Transmit APDUs with various admitted length
1. CRN1
Channel.transmit(Te CMD 1-1: C-APDU ('01 10 01 RESP 1-1: R-APDU -'01 02 1.. byte[ ]= {01, 02,

001c 010203 04 .. 1c 00’)
st_APDU1);

-this test shall run
from lc=01 to Ic=ff,
so transmit is called
255 times-

03 04 .lc.’ SW ‘90 00’

03, 04, Ic.., 90, 00}

17 | Sending of APDUs with different P1 and recover Status Word returned by the UICC application (Expected Status

words for each P1 are listed in
Table 8: P1 - Status Word Pairs
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1. From P1 = 0x01 to
0x32 loop:
Channel.transmit(A
PDU_Casel);

2. From P1= 0x01to
0x32 loop:
Channel.transmit(A
PDU_Case?2);

3. From P1 = 0x01 to
0x32 loop:
Channel.transmit(A
PDU_Case3);

4. From P1 = 0x01to
0x32 loop:
Channel.transmit(A
PDU_Case4);

CMD 1-1: C-APDU (XX 01 01
00’)

CMD 1-50: C-APDU (XX 01
32 00)

CMD 2-1: C-APDU (XX 02 01
00 FF’)

CMD 2-17: C-APDU ('XX 02
11 00 FF’)

CMD 2-18: C-APDU ('XX 02
12 00")

CMD 2-50: C-APDU (XX 02
32 00')

CMD 3-1: C-APDU ('XX 03 01
00 FF’ <Data field of 255
bytes>)

CMD 3-50: C-APDU (XX 03
32 00 FF’ <Data field of 255
bytes>)

CMD 4-1: C-APDU (XX 04 01
00 FF’ <Data field of 255
bytes> FF)

CMD 4-17: C-APDU (XX 04
11 00 FF’ <Data field of 255
bytes> FF)

CMD 4-18: C-APDU (XX 04
12 00 FF’ <Data field of 255
bytes>)

CMD 4-50: C-APDU (‘XX 04
32 00 FF’ <Data field of 255
bytes>)

RESP 1-1: R-APDU — SW1-
Sw2

h.ESP 1-50: R-APDU — SW1-
Sw2

RESP 2-1: R-APDU - <data
field of 255 bytes> SW1-SW2

RESP 2-17: R-APDU — <data
field of 255 bytes> SW1-SW2

RESP 2-18: R-APDU — SW1-
Sw2

RESP 2-50: R-APDU - SW1-
Sw2

RESP 3-1: R-APDU - SW1-
Sw2

RESP 3-50: R-APDU - SW1-
SW2

RESP 4-1: R-APDU - <data
field of 255 bytes> SW1-SW2

RESP 4-17: R-APDU - <data
field of 255 bytes> SW1-SW2

RESP 4-18: R-APDU — SW1-
SW2

RESP 4-50: R-APDU - SW1-
SW2

1. byte[ ]= {SW1,
SW2}

50. byte[ = {SW1,
SW2}

1. byte[ ]= {data
field of 255 bytes,
SW1, sw2}

17. byte[ ]= {data
field of 255 bytes,
SW1, SW2}

18. byte[ ]= {SW1,
SW2}

50. byte[ ]= {SW1,
SwW2}

1. byte[ ]= {SW1,
Sw2}

50. byte[ ]= {SW1,
SW2}

1. byte[ ]= {data
field of 255 bytes,
SwWi1, Sw2}

17 byte[ ]= {data
field of 255 bytes,
SW1, SW2}

18. byte[ ]= {SW1,
SwW2}

50. byte[ ]= {SW1,
Sw2}

CRN1

18

Sending of all allowed class instruction pairs (according to ISO 7816-4) and recover Status Word returned by the
UICC application
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Send APDUs with the | CLA byte will be adapted by CRN1,
Class/Instruction pairs device depending on the

assigned channel
from 0x0000 to
OXFEFF; Exclude
SELECT BY DF
(INS=A4 and P1= 04),
MANAGE CHANNEL
(INS=70), INS=0x6x
and INS=0x9x on all
CLA CMD 1-1: C-APDU (XX 00 00
00 10 01 02 03 04 05 06 07 08 | RESP 1-1: R-APDU
1. From INS = 0x00 to | 09 OA 0B 0C 0D OE OF10 00’) 1.byte[]=RESP 1-1
INS= Ox5F:
For CLA=0x00 to
OXFE loop: CMD 1-X: C-APDU (XX 5F 00
Channel.transmit(AP 001001020304 05060708 | RESP 1-X: R-APDU X.byte[]=RESP 1-X
. 09 OA 0B 0C 0D OE OF10 00)
DU);
CMD 2-1: C-APDU (‘XX 71 00
00 10 01 02 03 04 05 06 07 08
09 0A OB 0C 0D OE OF10 00') | RESP 2-1: R-APDU 1.byte[]=RESP 2-1
2. From INS = 0x71 to
- . CMD 2-X: C-APDU (‘XX 8F 00
INS OXSF'_ 001001020304 0506 07 08
For  CLA=0x00 1o | o9 oA OB OC 0D OE OF10 00°)
OXFE loop: RESP 2-X: R-APDU X.byte[[FRESP 2-X
Channel.transmit(AP
DU); CMD 3-1: C-APDU (‘XX A0 00
' 001001020304 0506 07 08
09 0OA 0B 0C 0D OE OF10 00’)
RESP 3-1: R-APDU 1.byte[]=RESP 3-1
CMD 3-X: C-APDU (XX FF 00
3. From INS = 0xAO to | 00 10 01 02 03 04 05 06 07 08
INS= OXFF: 09 0A 0B 0C 0D OE OF10 00°)
For  CLA=OX00 o RESP 3-X: R-APDU X byte[]=RESP 3-X
OXFE loop:
Channel.transmit(AP
DU);
Exclude SELECT BY
DF (INS=A4 and P1=
04) from the loop.
19 MANAGE CHANNEL CLOSE as parameter command
1. _ _ L s o CRP2
Channel transmit(A CMD 1-1: No APDU RESP 1-1: None .SecurityError
PDU_MANAGE_CH_
CLOSE);
20 SELECT BY FID as parameter command
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L CMD 1-1 RESP 1-1: R-APDU - {90 00} é't [ 1= {90, 00} CRN1
. -1 -1: R- - yte[ 1= {90,
Channel.transmit(A APDU_SELECT BY_FID
PDU_SELECT BY_F
ID);
21 Management of status code 61xx , APDU case 2
L CMD 1-1: C-APDU (XX 4000 | RESP 1-1: R-APDU — {61 04} | 1. byte[ ]={01, 02 CRN1
. -1: C- -1: R- - . byte[ ]= , 02,
Channel.transmit(Te 00 04') 03, 04, 90, 00}
st_APDUS);
- getResponse command RESP 1-2: R-APDU —'01 02
received by card - 03 04’ SW ‘90 00’
22 Concatenated get response
1. CRN1
For P1 = 0x00 CMD 1-1: C-APDU (XX 6000 | RESP 1-1: R-APDU - {61 20} | 1. byte[ ]={ data
. 00 00’) field of 320 bytes:
Channel.transmit(A '00 ... 00’
PDU_LONG_RESPO | - getResponse command RESP 1-2: R-APDU — (32 bytes),
NSE); received by card — '00 ... 00’ (32 bytes)
SW ‘61 20 XX ... XX
. --- (32 bytes),
repeat 8 times repeat 8 times
'99 ... 99’
- getResponse command RESP 1-x: R-APDU — (32 bytes),
received by card — XX ... XX (32 bytes) , 90, 00}
SW ‘61 20’
- getResponse command RESP 1-11: R-APDU —
received by card - ‘99 ... 99’ (32 bytes)
SW 90 00’
23 GET RESPONSE as parameter command
1. CRN1
Channel transmit(Te CMD ’1-1: C-APDU ("XX 40 00 RE’SP 1-1: R-APDU - SW ‘62 | 1. byte[ ]= {62, F1}
00 04) F1
st_APDUS);
2.
Channel transmit(A CMD 2-1: C-APDU (XX C0 00 | RESP 2-1: R-APDU -'01 02 2. byte[ = {01, 02,
) ( 00 04) 03 04’ SW ‘90 00’ 03, 04, 90,00}
PDU_GET_RESPON
SE);
24 Command CLA is invalid
Transmit an invalid CRP5
command to the
application
1.
Channel.transmit(‘F | CMD 1-1: No APDU RESP 1-1 None 1.
T11 1p t
F300000°); ppaooraranere
25 Command INS is invalid
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Transmit an invalid CRP6
command to the
application
From INS = 0x60 to CMD 1-1: No APDU RESP 1-1 None 1.

_ . IllegalParamete
INS= Ox6F: rError
From INS = 0x90 to
INS= Ox9F:
1.
Channel.transmit(‘X
X<INS>0000’);

26 Lc parameter is not consistent with length of the data (Lc < data length) — case 3 command
Transmit an invalid CRP7
command to the
application
1.

Channel.transmit(A CMD 1-1: No APDU RESP 1-1 None 1.
IllegalParamete

PDU_INV_LC_INF rError

_case3);

27 Lc parameter is not consistent with length of the data (Lc > data length) — case 3 command
Transmit an invalid CRP7
command to the
application
1.

Channel.transmit(A | CMD 1-1: No APDU RESP 1-1 None 1.
IllegalParamete

PDU_INV_LC SUP rError

_case?3);

28 Lc parameter is not consistent with length of the data (Lc < data length) — case 4 command
Transmit an invalid CRP7
command to the
application
1.

Channel.transmit(A | CMD 1-1: No APDU RESP 1-1 None 1.
IllegalParamete

PDU_INV_LC_INF rError

_cased);

29 Lc parameter is not consistent with length of the data (Lc > data length) — case 4 command
Transmit an invalid CRP7
command to the
application
1.

Channel.transmit(A | CMD 1-1: No APDU RESP 1-1 None 1.
IllegalParamete

PDU_INV_LC_SUP rError

_cased);
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6.5.7 Method: boolean[] selectNext()

(a) Conformance Requirements
The method with the following header shall be compliant to its definition in the API.
boolean selectNext ()

Normal execution

CRNL1: Performs a selection of the next applet on this channel that matches to the partial AID specified in the
openBasicChannel(byte[] aid) or openLogicalChannel(byte[] aid) method. This mechanism can be used by a
device application to iterate through all applets matching to the same partial AID. If selectNext() returns true a
new applet was successfully selected on this channel.

CRN2: The implementation of the underlying SELECT command within this method shall use the same values
as the corresponding openBasicChannel(byte[] aid) or openLogicalChannel(byte[] aid) command with the
option: P2="02’ (Next occurrence).

CRN3: If no further applet exists which matches to the partial AID this method returns false and the already
selected applet stays selected.

CRN4: The select response stored in the channel object shall be updated with the APDU response of the
SELECT command.

Context errors

CRCL1: IOError - if there is a communication problem to the reader or the SE.
CRC2: OperationNotSupportedError - if this operation is not supported by the card.
CRCa3: lllegalStateError - if the SE is used after being closed.

(b) Initial Conditions
SEService Object has been created and the isConnected() method has been called and has returned true.
A reader instance “reader” is selected and a session instance "session" is opened with the selected “reader”.
Test cases ID1, ID3, ID5, ID6, ID7: A logical channel with “AID_Partial 1 instance_1" is already open by
selecting “AID_Partial_1".
Test cases ID2, ID4: A logical channel with “AID_Partial_2” is already open.
Test case ID8: A logical channel with “AlD_Partial_SW6280” is already open.
Test case ID9: A logical channel with “AlD_Partial SW6283” is already open.

(c) Mapping to procedural interface
No specific mapping information

(d) Test Procedure

Test case

ID API Description ISO Command UICC Simulator - ISO API Expectation
Expectation Response
DUT - UICC Simulator/SE

UICC Simulator/SE = DUT

CRR

1 Next Applet matches with partial AID
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Channel.selectNext(

):

3. response2 =
Channel.getSelectR
esponse()

4.
Channel.transmit(Te
st_APDUA4);

APDU_SELECT _BY_DF —
CLA with Channel Number =1
; P2="02" (Next occurrence);
Data = ‘AID_Partial_2°

CMD 3-1: None

CMD 4-1: C-APDU (XX 30 00
00')

82’

RESP 3-1: None

RESP 4-1: R-APDU — SW ‘90
00’

3. responsel = {
AID_Partial_2_insta
nce_1 90. 00}
(previous applet
stays selected)

4. byte[ ]= {90,00}

Securing the future of mobile services Ap| 80

1. CMD 1-1: RESP 1-1: R-APDU - SW ‘90 1. Return ‘true’ CRN1,

APDU_SELECT_BY_DF - 00’
Channel.selectNext( CLA with Channel Number =1 CRN2
)i ; P2="02’ (Next occurrence);

Data = ‘AID_Partial_1°

No other Applet does not match with partial AID

1. CMD 1-1: RESP 1-1: R-APDU - SW ‘6A | 1. Return ‘false’ CRN2,

APDU_SELECT_BY_DF - 82’
Channel.selectNext( CLA with Channel Number =1 CRNS3
)i ; P2="02’ (Next occurrence) ;

Data = ‘AlD_Partial_2°

Check select response is updated

1. responsel = | CMD 1-1: None RESP 1-1: None 1. responsel =_{ CRN1,
Channel.getSelectR 's‘éz—lp aégalaéflnsta CRN2,
esponse() - CRN4
2.

CMD 2-1: RESP 2-1: R-APDU -AID SW 2. Return ‘true’
Channel.selectNext( APDU SELECT BY DF — ‘90 00’
)i CLA with Channel Number =1

; P2="02’ (Next occurrence);

Data = ‘AID_Partial_1"

3. response2 = {
3. response2 = | CMD 3-1: None RESP 3-1: None AID_Partial_1_insta
Channel.getSelectR nce_2, 90, 00}
esponse()
Check select response is not updated in case selectNext() fails

1. responsel = | CMD 1-1:None RESP 1-1: None 1. responsel :_{ CRN1,
Channel.getSelectR ﬁéz—fzgla(lﬁi—msw CRN2,
esponse() - ' CRN4
2.

CMD 2-1: RESP 2-1: R-APDU - SW ‘6A 2. Return ‘false’

Communication problem with the Secure Element

Security, Identity, Mobility

C) simalliance




Open Mobile API Test Specification for Transport

Securing the future of mobile services Ap| 81
1, CMD 1-1: RESP 1-1: None 1. IOError CRC1
APDU_SELECT BY_DF —
Channel.selectNext( CLA with Channel Number =1
)i ; P2="02’ (Next occurrence);
Data = ‘AID_Partial_1°
6 Operation not supported by the Secure Element
1. CMD 1-1: RESP 1-1: R-APDU - SW ‘6A | 1. CRC2
APDU_SELECT_BY_DF — 81 OperationNotSup
Channel.selectNext( | | A \ith Channel Number =1 portedError
)i ; P2="02’ (Next occurrence);
Data = ‘AID_Partial_1°
7 selectNext() when the channel is closed
1. Channe'_c'ose(); CMD 1-1: MANAGE RESP 1-1: R-APDU - SW ‘00 CRC3
CHANNEL (P1="80’) 00’
2.
Channel.selectNext( | CMD 2-1: No APDU RESP 2-1: None 2.
); IllegalStateErr
' or
8 selectNext() when the next application selection returns a not specified warning 6280
1. responsel = | CMD 1-1:None RESP 1-1: None 1. responsel = { CRN1,
Channel.getSelectR AIQ_PartlaI_SWGZ CRN2,
80 _instance_1, 62
esponse() 80} CRN4
2 CMD 2-1 RESP 2-1: R-APDU - SW ‘62
-1 -1: R- - ‘ 2. Return ‘true’
Channel.selectNext( APDU_SELECT BY DF — 80°
)i CLA with Channel Number =1
; P2="02’ (Next occurrence);
Data = ‘AID_Partial_SW_6280°
3. responseZ = | CMD 3-1: None RESP 3-1: None 3.Response2 = {
Channel.getSelectR AID_Partial_SW628
esponse() 0_instance_2, 62
80}
9 selectNext() when the next application selection returns a specified warning 6283

1. responsel =
Channel.getSelectR
esponse()

2.
Channel.selectNext(

):

3. response2 =
Channel.getSelectR
esponse()

CMD 1-1: None

CMD 2-1:

APDU_SELECT BY_DF -
CLA with Channel Number =1
; P2="02" (Next occurrence);
Data = ‘AID_Partial SW_6283*

CMD 3-1: None

RESP 1-1: None

RESP 2-1: R-APDU - SW ‘62
83’

RESP 3-1: None

1. responsel ={
AID_Partial_SW628
3 instance 1, 62
83}

2. Return ‘true’

3. Response?2 = {
AID_Partial_SW628
3 _instance 2, 62
83}

CRN1,
CRN2,
CRN4
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7. History

Table 9: History
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Annex A: (Normative): None Tested Requirements

The requirements that are not tested in the current version of the specification are listed in table A.1. The

section index referenced in table A.1 is the index used in this specification.

Requirement Class Index Method
CRC1l: IOError - something went wrong with the Reader | 6.3.4 | Session openSession()
communication to the SE. (e.g. no SE connected
Oor no more session available)
CRN1: This method closes all the sessions Reader | 6.3.5 void closeSessions()
opened on this reader
CRN2: The SE needs to be prepared Reader 6.3.4 Session openSession()
(initialized) for communication (i.e. switched
on)
CRN2: If there is no reader, then the array of |SEService| 6.1.2 Reader[] getReaders()
readers returned by getReaders () method has
length 0O
CRCS5: OperationNotSupportedError — if the given P2 parameter | Session | 6.4.7 Channel
is not supported by the device gz.dg openB;(s;,cg;z;nSg)l(byten
and
Channel
openLogicalChannel(byte]]
aid, Byte P2)

Table Al

Annex B: Access Control Configuration Examples

Access Control Applet (ARA)

A simple ARA applet provides the access rules to the Enforcer application in the mobile. This will be provided
on the SIMalliance website. According to these access rules, the Enforcer will decide whether to allow access

to any applet instance or not (see GP SEAC specification).

The ARA-M Applet from this test spec may provide to the Enforcer either all the existing access rules (GET
DATA all command) or only the specific rules of an applet (GET DATA specific command).

- Rule 1 implementation: The GET DATA (specific) for getting the rule related to the denied applet is:

CLA > 80
INS > CA
P1 P2 > FF 50 (GET DATA specific)
Lc 2> XX
REF-DO - E1 (tag) XX (length)
AID-REF-DO —2>4F (tag) XX (length)
XX XX XX (Denied Applet AID)

Security, Identity, Mobility




Securing the future of mobile services

Open Mobile API Test Specification for Transport

API 84

Le - 00

Hash-REF-DO - C1 (tag) 00 (length)

The response contains the access rule which does not allow any APDU to be sent to the denied applet

from any mobile application:

Response AR-DO - FF 50 08

AR-DO -> E3 (tag) 06 (length)
APDU-AR-DO - DO (tag) 01 (length) 00 (Never: APDU access is not allowed)
NFC-AR-DO - D1(tag) 01 (length) 00 (Never: NFC event access is not allowed)

- Rule 2 implementation: GP SEAC forces the definition of access rules only for allowed APDUs per
applet. Therefore it is required to allow all APDUs used for ‘AID_TestApp’ Applet test cases, it means,
all the APDUs listed in the OMAPI test spec with the exception of ‘Test APDU3’ command:

Then, the set of masks and respective expected results for allowing Test APDUXx are as follows:

Incoming APDU Mask Expected result
Test APDU1 FE FF FF FF | 00 10 01 00
Test APDU2 (CLA =00, 01) FE FF FF FF | 00 10 02 00
Test APDU2 (CLA =02) FF FF FF FF | 02 10 02 00
Test APDU4 FE FF FF FF | 00 30 00 00
Test APDUS and Test APDUG6 | FE EF FF FF | 00 40 00 00
APDU SELECT BY FID FE FF FB FF | 00 A4 00 00
APDU MANAGE CHANNEL FE FF 7F EO | 00 70 00 00

ARA Applet sends all masks and expected results when the Enforcer requests it through a GET DATA

(specific) for ‘AID_TestApp’ Applet.

CLA > 80

INS > CA

P1 P2 - FF 50 (GET DATA specific)
Lc 2> XX

REF-DO - E1 (tag) XX (length)

Le - 00

AID-REF-DO —2>4F (tag) XX (length)
XX XX XX XX (AID_TestApp_apdu_filtered)
Hash-REF-DO - C1 (tag) 00 (length)

The response of the ARA Applet encapsulates the masks and expected results:

Response AR-DO - FF 50 2F
AR-DO - E3(tag) 2D (length)

APDU-AR-DO - DO (tag) 28 (length)
00 10 01 00 FE FF FF FF 00 10 02 00 FE FF FF FF 02 10 02 00 FF FF FF FF
00 30 00 00 FE FF FF FF 00 40 00 00 FE EF FF FF
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Access Control File System (ARF)

Additionally a PKCS#15 file structure is provided with the access rules. Here it is described following
PKCS#15 examples in GP SEAC specification (see also PKCS#15 v1.1 spec):

PKCS#15 file system

ME

(3F00)
|- EF DIR

DF

(2F00)

PKCS-15

ODF

(5031)

DODF

EF
EF
EF
EF
EF

ACMain

(5207)
(4200)

ACRules
ACConditionsl
ACConditions?2
ACConditions3

--> shall reference PKCS-15

(7F50)

--> shall reference DODF
--> shall reference EF ACMain

(4300)

—--> shall reference EF ACRules

--> shall reference EF ACConditions files

(4310)
(4311)
(4312)

The following file identifiers are decided by the application issuer: PKCS-15, DODF,
ACMain,

ODF':
A7 06 30 04

DODF':
Al 29 30
86 48 86

ACMain:
30 10 04

ACRules:
30 15 A0
30 15 A0
30 08 82

00
FC

08

0D
0D
00

04

30
6B

01

04
04

ACConditionsl:
FEF FF

ACConditions2:

30
04
A0
AQ
Al
04
04
04
04
04
04
04
Al
80

53
00
4F
48
46
08
08
08
08
08
08
08
03
01

00
00
02
00
00
00
00

00

10
10
10
30
40
A4
70

01
02
02
00
00
00
00

ACConditions3:

30

00

ACConditions, ..

02 52 07

0F
81

02

XX
XX

00
00
00
00
00
00
00

0cC
48

03

XX
XX

FE
FE
FE
FE
FE
FE
FE

0D
01

04

XX
XX

FF
FF
FF
FF
EF
FF
FF
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01

05

XX
XX

FE
FE
FE
FE
FE
FB
TF

50 20 53 45 20 41 63 63 20 43 74 6C Al 14 30 12 06 0A 2A
30 04 04 02 42 00

06 07 08 30 04 04 02 43 00

30 04 04 02 43 10
30 04 04 02 43 11
30 04 04 02 43 12

FF
FF
FF
FF
FF
FF
EO
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Annex C:

Error Mapping Table

Error Types

Java Exceptions

Mathod interface

IOError java.io.lOException OMAPI_IO_ERROR

SecurityError java.lang.SecurityException OMAPI_SECURITY_ERROR
NoSuchElementError java.util. NoSuchElementException |OMAPI_NO_SUCH_ELEMENT_ERROR
lllegalStateError java.lang.lllegalStateException OMAPI_ILLEGAL_STATE_ERROR
lllegalParameterError  |java.lang.lllegalArgumentException |OMAPI_ILLEGAL_PARAMETER_ERROR
OperationNotSupported [java.lang.UnsupportedOperationEx |OMAPI_OPERATION_NOT_SUPPORTED_
Error ception ERROR

NullPointerError

java.lang.NullPointerException

OMAPI_NULL POINTER_ERROR

GeneralError

n/a

OMAPI_GENERAL_ERROR

ChannelNotAvailableErr
or

n/a

OMAPI_CHANNEL_NOT_AVAILABLE_ER
ROR

Annex D:

Table C1

Blacklist for “No APDU” defnition

Forbidden APDU commands

Manage Channel

Select by DF name

Select by FID with FID 7F50, 7F5F and 4200

APDUs on LogicalChannel (except status commands)

Table D1
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